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1 avast! version 4

avast!
avast!
Windows
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Tech Support

E-mail tech-supportl@jtc-i.co.jp
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avast! (build) (  4.7.211) "avast! L
( ) Windows 2000
(CPU, RAM)
( )
( , , LAN) (
, , )
e-mail (e-mail )
( )

042-358-1251 FAX 042-360-6112
$9:00 - 17:00
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2. avast!
3.

4.

5.

6.

o Silent mode -

avast!

avast!

o Very Silent mode -

o Installation path - avast!
%PRGFILES%¥Alwil Software¥Avast4)

o No reboot - avast!

(

o Ask for reboot -

"No reboot"

7. Create
8.
9. 2

admin.ini

10. 2
11. avast!
12.

"Ask for reboot"

admin.ini

avast!

aswResp.dat

)

File — Create Silent Installation

tasks.xml

tasks.xml

avast!



4.1

avast!

4.2

avast!

avast!

Virus Database version -
Resident protection -
Date of last scan -

Virus Recovery Database (VRDB) -

Automatic updates -

10



* Chest -

Resident protection -

iAVS -

Local hard disks -

Drives selection - ( , CD-ROM, DVD-ROM )

Area selection - ( )

START

PAUSE - (

STOP -

Menu - (

11



4.3

Removable media -
DVD-ROM ( )

Folders - ( )
1

LI 1]

"C:¥Windows" "C:¥Program Files"

Loacl disks -

Quick scan -
EXE, SCR, COM, DOC avast!
EXE

Standard scan

Through scan

12

CD-ROM,
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(ZIP, RAR )

"START"
"PAUSE"

"STOP"



4.4

avast!

Name of file - ( )

Result - ( " ZIP

Operation -

”Action”

b b

14



4.5

avast! 3

Disabled

Standard
MS Outlook

High

MS Outlook

4.6

Settings

Select skin WEB

Status Information avast!

VRDB
Last scan Results
View Scan Reports ( ) Notepad
XML WEB
(Internet Explorer, Opera, Mozilla, Netscape )
avast! iNews. News "avast! News"
Virus database
avast! Alwil WEB

15



n n

avast!

Schedule boot time scan

Virus Chest

Log viewer avast!

Updating
0 iAVS update
o Program update

Switch to Enhanced user interface avast!

Introductory help

avast!

Help

About avast!

Exit

16



4.7

avast!
WEB
( ) Menu — Skin
avast! OK
Cancel
WEB "Get more skins
from our www server now"
"Choose random skin on application startup"
( )
4.8
avast!
Windows
1. avast!
2.
Settings
3. Common
4. ”"Enable skins for Simple User Interface”
avast!

17
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Start scan



5.1

avast!

5.2

Task avast!

avast!

Session

Results

5.3

FILE

iAVSupdate

Program Update

Settings

Start avast! Virus Cleaner

19

avast!



Create Silent Installation ( avast!

Go to Background avast!

avast! avast!

Shutdown Computer When Scan Has Completed

Close avast!

VIEW

Simple User Interface

Show Log Files

Tool bars selection

TASKS

Create New

Edit

Delete

Create copy

Start

Stop

20



Mark as Default
)

Unmark as Default

SESSIONS

Pause

Continue

Stop

Delete

Show results

Properties

Show Report

Delete File

Repair File

Move / Rename File

Move to Chest

Scan File

Print

Select All

21



Invert Selection

Refresh

Refresh all files

Add

Delete

Restore

Extract

Scan

Properties

o Origicnal file name

o Original folder

o Size of file

o Last modification time

o Time of transfer to Chest

o Category

o Virus description avast!

o File ID avast!

22



Create Event

Edit Event

Delete Event

Schedule Boot-Time Scan

avast! aswboot.txt

Software¥Avast4¥Data¥Report

XP

o Scan archive files

C:¥Program Files ¥ALWIL
Windows NT, 2000

Z1P, ARJ,

EXE, NTFS stream, TNEF stream, MIME DBX

0 Scan all local disks

o Select path to scan

n "

o Advanced options

OAsk for action

ODelete infected file

OMove infected file
Avast4 Data Moved

DIgnore infected file

OAsk for confirmation

23

avast!

avast!

C: Program Files ALWIL Software



OAllow delete or move avast!

Olgnore delete or move for system files

avast!
USB PC
6
6.1
Tasks — Create
Create new
Tasks — Edit
Properties
Edit
Tasks — Delete
Delete
Delete
Tasks — Start
Run
Start ENTER
6.2
avast!

24

Create new



Scan local disks

avast!

Scan iInteractive selection

Scan diskette A
2

Resident protection

pPC

e-mail

Special tasks

avast!

6.3

avast!

25

avast!

avast!

OLE



"avast! antivirus"

Screen saver

Settings. avast!

Windows

Scan for viruses

avast!

Loop scanning

Windows movement speed

6.4

Task

Task name

Task comment
"C:¥Windows "

Task job

0 Scan files for viruses

26

"Unnamed"

Windows OS



0 Resident

Sensitivity

Test whole files

avast!

Ignore virus targeting

EXE

Areas

"Browse" Explorer

||Add||

27

avast!

avast!

COM



o CD-ROM DVD

o

0

0

o

0

0

ne S
( . "C:/Windows/System/file.exe")
"Add"
Remove
Tpye
avast!
content

name extension

28

Scan all files



Add

vv) )

Browse

Remove

”Scan default extensions”

Results

Infected files

Files with hard errors

Files with soft errors

Files not testes by the scanner (

(

Files not tested due to exclusions settings

OK files (
Store results in internal database for later

avast!

29

EXE

CTRL

SHIFT

avast!



Exclusions

avast!

avast!

Avoiding false alarms avast!

Speeding up the processing

Add

II¥*H

Remove

Browse Explorer

Virus

choose action "...and..."

"...and..."

"...if failed, then..." avast!

30

"C:¥Windows¥*"

"..if failed, then..."

avast!



Choose action

Repair avast!

Word 6
Word 6
Word97, Excel95 Excel97
avast!
avast!
Move / Rename
Move to Chest
Delete
delete file(s) permanently (
, , ) 0S
avast!
delete file(s) to recycle bin
Stop
Packer
avast!
All packers avast!
avast!

31



7Z1P

ACE

ARC

ARJ

BZI1P2

CAB

CHM

CPIO

DBX

GZIP

ISO

LHA

MAPI

MIME

NTFS

OLE

32

DOS

Win32

(UPX, AsPack, PEShield, ...)

(Outlook Express)

Wise, ...

(*.pst)

(DOC, XLsS, MSL, ...)



RAR

RPM

SIS

TAR

TNEF

Z1P

Z00

Report

avast!

Create report file
Report File Folder

C:¥Reports¥task_name.rpt Browse

Log Record For
task stop

hard errors, soft errors, skipped files, infected files

Type of file
XML

task_name.rpt
Notepad

Alerts

33

Task start

.rpt

OK files



avast!

SMTP SMTP e-mail
192.168.1.1 )

(nFromu, )

MAPI MAPI e-mail

WinPopup net send

1CQ 1CQ

Windows Messenger Windows Messenger

e-mail

SMTP
( smtp.company.com
( 25 )
MAPI
1P
1CQ UIN

Windows Messenger

Add (SMTP/MAPI/ICQ...)

Remove

Edit

Test

Test all

Schedule

avast!

Add

34



Modify

Delete

Name

Comment

Disabled

Do not start the task if running on batteries

Terminate the task if battery mode begins

Scheduled tasl

Scheduling type

daily, weekly monthly once
weekly(monthly)
7
7.1
e-mail

35

(

)

once,

daily



7.2

Simple User Interface

Enhanced User Interface

protection" Edit

System tray icon

On-Acess Protection Control

7.3

avast!

e-mail

Standard Shield

Outlook/Exchange MS Outlook
(MS outlook
Outlook Express )

Internet Mail MS Outlook Exchange

MS Exchange
MS Office

Outlook Express, Eudora

36

"Resident

"q" )

e-mail

e-mail



Script blocking WEB
WEB

Instant Messaging 1ICQ MSN Messenge

P2P Shield Kazaa P2P (

Network Shield ( Blaster, Sasser

Web Shield ( )

7.4

Normal

High

Scanner (Basic)

Scan diskette boot sector
avast!

Scan OLE documents on open
OLE ( MS Word

Scan executed programs

32/64 Windows(Win32/Win64)
32/64-hit

16-bit Windows

16-bit

37

Web

)



MS-DOS
MS-DOS

Scan dynamic libralies on load

Scan files on open

« )

htm html
"ht?"

)
Always scan WSH-script files

Do not scan system libralies

Scan created / modified files

All files

Only files with selected extension
( )

Default extension set

Additional extensions

Default extension set

38

(DLL )

Scanner (Advanced)

"htt"

Blocker

non (

"htm,html!"
llhtll

( Windows Scripting Host )

DLL



Additional extension

II?II

Blocked operations

Opening file for writing

Renaming file

Deleting file

Formatting

Allow the operation

avast!
Deny the operation

avast!

Advanced

Show detailed info on performed action

"Silent"

With answer Yes (OK)
avast!
”choose action” OK

With answer No (Cancel)
avast!

39

Yes

No



choose action Delete

( )

List of excluded areas

avast!

7ZIP
ACE
ARC
ARJ
BZIP2
CAB
CHM
CPIO
DBX
GzIP

ISO
LHA
MAPI
MIME
NTFS
OLE
RAR
RPM
SIS
TAR
TNEF
ZIP

40

”Add Remove”
Packers
avast!
DOS
Win32 (UPX, AsPack, PEShield, ..)

(Outlook Express)

(*.pst)

(DOC, XLS, MSI, ..)

avast!



Z00

Virus
choose action ".and.." " .if failed, then..."

'.and."

"...if failed, then..."
avast!

avast!
Choose action
Repair
avast!
Word 6
Word 6
Word97, Excel95 Excel97
avast!

avast!
Move / Rename
Move to Chest
Delete

delete file() permanetly (

;)

avast!

41



” Delete file(s) to recycle bin”

Stop

7.5 Outlook/Exchange"

MS Outlook MS Exchange
Outlook Express, Eudora

Normal

High

: Outlook/Exchange Scanner

Scan inbound messages
e-mail

Scan outbound mesages
Scan archived messages on open
e-mail
Unread messages only
Scan message bodies
e-mail ( )

: Outlook/Exchange Inbound Mail

avast! avast!

42



avast
let it be delivered to your Inbox

Discard it unconditionally

Move it to the following Outlook folder
Outlook
E-Mail
Insert notes to infected messages

Insert notes to clean (uninfected) messages

( )

Format of the notes...

avast!: Inbound message INFECTED BY A VIRUS!

File EICAR.SCR (infection EICAR Test-NOT virus!!) (BEWARE!)
left intact in the message.

Date and time of the test: 22.10.2002 13:10:07

Virus database (VPS) date: 17.10.2002

avast! antivirus by Alwil Software
: Outlook/Exchange Outbound Mail

Insert notes to clean (uninfected) messages
avast!

Format of the notes...
Scan attachments when attaching
e-mail

: Outlook/Exchange Signature

avast! ( )

43

avast!



MS Outlook/Exchange avast!, Exchange Server
Edition Exchange
avast! MS Exchange
MS Outlook/Exchange

Insert signatures into clean messages

Always trust signed messages

Trust signatures only up to

Ignore all signatures (no trust)

Always ignore signatures older than current virus database
avast!

avast!

: Outlook/Exchange  Virus Storing
avast!

Store infected items in a folder
avast!
Folder Browse

Overwrite existing items
avast!

44



: Outlook/Exchange Advanced

Show detailed info on performed action

Show tray icon when scanning mail

Show splash screen when the provider is loading

e-mail ( MS Exchange
MS Outlook 95/97/98/2000 )
e-mail
Profile Password MAPI e-mail
avast!

: Outlook/Exchange Heuristic

avast!

Low
Basic attachments check
avast!

"Patch.jpg.exe avast!

avast!

"Pamela.jpg" COM
)

Check whitespaces sequence

45



HTML part check

Outlook Express ) -
avast! HTML

Meidum
Thorough check of attachments
( EXE, COM, BAT )

High
Subject structure check
avast! e-mail
< PRSI (S ()

Outbound messages - Time period check
e-mail Windows
avast!
Outbound messages - Mass messages
To, Carbon Copy (CC) Blind Carbon Copy (BCC)
avast!
Custom

Cutomize

: Outlook/Exchange Heuristic Advanced

46

MS Outlook



high custom (
)
e-mail
avast!
Checked time
avast!
(
/
Warnig count
/
Check subject
avast! email "
Check attachments
avast! email
e-mail
avast!
Blind carbon copy(BCC)
Absolute count
10
Relative count (Address book)
Windows
20%
Minimal count
20% 10 Windows
avast! 10
: Outlook/Exchange Packers

47

"Heuristic"

custom

30

avast!

To, Carbon copy(CC)

30



avast!

avast!

avast!
DOS
Win32 (UPX, AsPack, PEShield, ..)
7ZIP
ACE
ARC
ARJ
BZIP2
CAB
CHM
CPIO
DBX (Outlook Express)
GzIP
ISO
LHA
MAPI (*.pst)
MIME
NTFS
OLE (DOC, XLS, MS|, ...)
RAR
RPM
SIS
TAR
TNEF
ZIP
Z00

7.6
MS Outlook MS Exchange
e-mail
Normal
Hign

48



e-mail avast!
Scan Inbound mail
POP e-mail
Insert note in to clean message
avast!

e-mail avast!
Scan outbound mail
SMTP e-mail

Alow sending of infected mail
avast!

Alwil a.s.
Insert note into clean message
avast!

( )

IMAP POP POP3

e-mail IMAP
Scan inbound mail
IMAP e-mail
Insert note into clean message
avast!
( )

avast!

Scan inbound news

49

POP

avast!

SMTP

avast!

IMAP

e-mail

e-mail

avast!

- NNTP

Usenet ( NNTP



avast! ( )

Scan outbound news

avast! ( )

Allow posting of infected news
avast!

Insert note into clean inbound news

avast!

( )

Insert note into clean outbound news

Format of the notes.

Redirect
e-mail
( Windows N'T/2000/XP/2003/Vista/2008 )
avast! (
Redirected ports
e-mail
4 e-mail
)
POP
110
SMTP
25
IMAP
IMAP 143
NNTP
119
Ignored addresses
avast!
avast! ( )
smtp.server.com avast!
Ignore local communication
avast!

50

NT

(SMTP)

(

avast!



e-mail

( etc)
Advanced
Show detailed info on performed action
“Silent” mode
With answer Yest (OK)
avast!
choose action OK
With answer No (Cancel)
avast!
choose action Delete
( )
Timeout for Internet communication
avast!
Shutdown communication
ask
Heuristis

avast!

51

120



Low
Basic attachments check

avast! 2
2 " "
"Patch.jpg.exe" avast!
avast!
(
"Pamela.jpg" COM )
Check whitespaces sequence
2
( )
(
)
HTML part check
( MS Outlook
Outlook Express ) -
avast! HTML

Medium
Thorough check of attachments
( EXE, COM, BAT )

High
Subject structure check
avast! e-mail

Y ?*&$/\*(/\%#$%*_()"
Outbound messages - Time period check
e-mail Windows

avast!

Outbound messages - Mass messages

52



To, Carbon Copy (CC)
avast!

Custom
Customize

" High

e-mail

avast!
Checked time
avast!
/
Warning count
/

Check subject

Check attachments

Blind carbon copy(BCC)

Absolute count
10

53

Blind Carbon Copy (BCC)

Heuristic Advanced

Custom

avast! email

avast! email

e-mail

avast!

30

avast!

To, Carbon copy(CC)

30



Packers

avast!

avast!

avast!
DOS
Win32 (UPX, AsPack, PEShield, ..)
7ZIP
ACE
ARC
ARJ
BZIP2
CAB
CHM
CPIO
DBX (Outlook Express)
GzIP
ISO
LHA
MAPI (*.pst)
MIME
NTFS
OLE (DOC, XLS, MS|, ...)
RAR
RPM
SIS
TAR
TNEF
ZIP
Z00

Virus

..and.." ".if failed, then.."

".and.."

54



"..if failed, then..."
avast!
avast!

Choose action

Repair
avast!

Word97, Excel95

avast!
Move / Rename
Move to Chest
Delete
delete file(s) permanently

b))

avast!

delete file(s) to recycle bin

Stop

1.7

55

Word 6

Excel97

Word 6

avast!

oS



WEB

WEB
(
) avast! WEB
Normal
Hign
Protected Programs
WEB
Advancced
Show splash window on startup
Show detailed info on pereformed action
Silent mode
With answer No (Cancel)
avast! No
Choose action Delete
)
Virus
"...and..." "...1f failed, then..."
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ll."and."ll
"..if failed, then..."
avast!
avast!
Choose action

Interactive

Repair
avast!

Word97, Excel95

avast!
Move / Rename
Move to Chest
Delete
delete file(s) permanently

b))

avast!

delete file(s) to recycle bin

Stop
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Word
Word 6

6

avast!

(0N



7.8

avast!

AIM (AOL Instant Messenger)
Gadu-Gadu*
gaim*
Google Talk*
ICQ
IM2 Messenger*
Miranda*
mIRC*
MSN 7/ Windows Messenger
Odigo*
PalTalk Messenger*
Psi Jabber Client*
SIM (Simple Instant Messenger)*
Skype*
Tlen*
Trillian
WengoPhone*
Yahoo! Messenger
(*)
Vista 2008

Windows 95/98/ME
talk.ini

Trillian

58

Windows N'T/2000/XP/2003/Vista/2008

)

Windows NT, 2000, XP, 2003,

Program

( Browse



avast!

7ZIP
ACE
ARC
ARJ
BZIP2
CAB
CHM
CPIO
DBX
GZIP
ISO
LHA
MAPI
MIME
NTFS
OLE
RAR
RPM
SIS
TAR
TNEF
ZIP
Z00

59

Windows NT, 2000, XP, 2003, Vista 2008

Archives
avast!
DOS
Win32 (UPX, AsPack, PEShield, ..)
(Outlook Express)
(*.pst)
(DOC, XLS, MSI, ...)
Virus

avast!



choose action
".and.."
"..if failed, then..."
avast!
avast!
Choose action

Interactive

Repair
avast!

avast!
Move / Rename
Move to Chest
Delete
delete file(s) permanently

b )

avast!

delete file(s) to recycle bin

Stop
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..and...

" ".if failed, then..."

Word97, Excel95

Word 6
Word 6
Excel97

avast!

oS



7.9 P2P -

P2P (P2P
P2P

ABC*

Ares*
BearShare
BitComet*
BitLord*
BitPump*
BitTorrent*
CZDC++*
Direct Connect
Direct Connect++
eDonkey*
eMule*

iDC++*

iMesh

Kazaa

Kazaa Lite
KCeasy*
LimeWire*
Morpheus*
Opera's DC++*
Overnet*
Shareaza*
SoulSeek*
StrongDC++*
uTorrent*
WinMX*
Winny2*
Zultrax*

*)

61

, Peer-To-Peer

p2P

P2pP

Windows NT, 2000, XP, 2003,



Vista

avast!

7ZIP
ACE
ARC
ARJ
BZIP2
CAB
CHM
CPIO
DBX
GZIP
ISO
LHA
MAPI
MIME
NTFS
OLE
RAR
RPM
SIS
TAR
TNEF
ZIP
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2008
- P2P Program
P2pP P2p

Windows NT, 2000, XP, 2003, Vista

: P2P Archives
avast!
DOS
Win32 (UPX, AsPack, PEShield, ...)

(Outlook Express)

(*.pst)

(DOC, XLS, MSI, ..)

2008

avast!



Z00

: P2P

choose acxtion
"."and."'l
"..if failed, then..."
avast!
avast!
Choose action

Interactive

Repair
avast!

avast!
Move / Rename

Move to Chest

Delete

delete file(s) permanently

b))

avast!

63

Virus

Word97, Excel95

".and.." "...if failed, then..."

Word 6
Word 6
Excel97

avast!

(0N



Stop

7.10

Normal
High

Show warning messages

Logging
( " "
10
IP
7.11 Web
Web

64

delete file(s) to recycle bin

Windows NT, 2000, XP, 2003, Vista

Settings

avast!

( )

Last attacks

Last attacks

web

avast!

2008

(

Web

Web



URL

NT
(Windows NT/2000/XP/2003/Vista/2008)
Windows 9x/ME Web
Web
(LAN) Windows 95, 98, Millennium
Internet Explorer
Internet Explorer
LAN
LAN
localhost ( localhost IP 127.0.0.1
)
12080
OK
( ) Windows 95, 98, Millennium
Internet Explorer
localhost ( localhost IP 127.0.0.1
)
12080
OK
( ) HTTP
HTTPS FTP
(avast! support forums, avast! 4.x Home/Pro )
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: Web Basic
Enable Web scanning

web / ( URL
) Web

Use intelligent stream scanning

avast! (
web )
Windows 95, 98 Millennium

Redirected HTTP port(s)

avast! HTTP
3128
avast! 80 ( )
HTTP ( ICQ, DC++ )

Ignored addresses
avast! URL IP

Ignore local communication
( ) avast!

(  )HTTPS FTP

(avast! support forums, avast! 4.x Home/Pro )
: Web Web Scanning
avast!

66



Scan all files
avast!
Scan filess with these extensions

And files of the following MIME-types

MIME
: Web Exceptions
Web
)
URLs to exclude
Add URL

http://www.yahoo.com/index.html

http://www.yahoo.com/*

txt txt
MIME Types to exclude
MIME /
: Web URL Blocking
Web web
)
web

Enable URL Blocking
URL

Block URLs based on the following masks
Add

http://www.penthouse.com
avast! URL
http:// *

67

index.html

http://www.yahoo.com

" web

avast! antivirus

?

http://www.penthouse.com/*

avast!



http://

www.yahoo.com avast! http://www.yahoo.com*
http:// avast!
- Web Advanced
Web

Show detailed info on performed action

Silent mode
Web
Web

: Web Packers

avast!

avast!

avast!
DOS
Win32 (UPX, AsPack, PEShield, ..)
7ZIP
ACE
ARC
ARJ
BZIP2
CAB
CHM
CPIO
DBX (Outlook Express)
GzIP
ISO
LHA
MAPI (*.pst)
MIME
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NTFS

OLE (DOC, XLS, MS|, ...)
RAR
RPM
SIS
TAR
TNEF
ZIP
Z00
8
8.1
MS Outlook Exchange avast!
Outlook Express Eudora e-mail
avast! 4.5 avast! 4.5
Windows NT, 2000, XP 2003 e-mail
avast! 4.5
e-mail
avast! Mail Protection Wizard
Windows
— — avast! Antivirus — Mail Protection Wizard
MS Outlook Exchange Outlook/Exchange

Mail Protection Wizard MS Outlook, Exchange, Outlook Express, Eudora, Pegasus
Mail, Netscape Mail, Mozilla Mail IncrediMail
avast!

Mail Protection Wizard
( )

69



8.2

Automatically protect all my accounts
avast! e-mail
e-mail Outlook Express, Eudora, Pegasus Malil,
Netscape (version 6 )

Automatically remove protection from all my accounts
avast! e-mail

Set up the protection manually

e-mail
avast! 4.5
Windows 95, 98 Millennium
8.3 MS Outlook / Exchange
MS Outlook Exchange
avast! e-mail

( MS Outlook / Exchange  Outlook Express Eudora

8.4

Next

8.5 e-mail

e-mail

e-mail

Account details

70



Select all

Deselect all

Show mailers for all users of this computer

My account is not in the list

8.6
SMTP Server
SMTP
)
Default POP3 Server
POP3

Show taskbar icon when processing mail

8.7

Enable automatic start of the service

avast!

e-mail

Enable mail protection in default resident task

71

( SMTP

POP

avast!

avast!

ON



8.8

e-mail

8.9

SMTP/POP/IMAP
Mail Protection Wizard

avast4.ini
2
avast! Antivirus Version 4.5 e-mail
( e-mail
avast! 4.5
2003
MS Exchange e-mail
: AVAST4.INI
avast4.ini Notepad
Data
Software¥avast4¥Data
[MailScanner]
)
DefaultSmtpServer=smtp.server.com
DefaultPopServer=pop.server.com
DefaultimapServer=imap.server.com (
smtp.server.com SMPT
POP ( IMAP )
)
e-mail SMPT
SMPT
e-mail SMPT
Notepad

72

( ) Start now
Next Finish
)
Windows NT, 2000, XP
MS Outlook
avast!
C:¥Program Files¥ALWIL
(
IMAP )
smtp.tiscali.com
( pop3.tiscali.com
POP

UseDefaultSmtp=0

UseDefaultSmtp=1



X-Antivirus: avast! (VPS 4.7.2003), Outbound message

SMPT

127.0.01
POP (IMAP)
127.0.0.1
( ) #(
avast4.ini

Ann.Jones#pop3.tiscali.com

e-mail SMPT

SMPT SMPT

SMPT
annie2#smtp.tiscali.com ) SMPT
# SMPT

X-Antivirus-Status: Clean
X-Antivirus: avast! (VPS 4.7.2003), Inbound message
X-Antivirus-Status: Clean

73

2

e-mail

POP ( IMAP )

POP

#smtp.tiscali.com )

e-mail



BASE64, UU-encode BinHex

ashMaiSv.exe

INI

ashMaiSv.exe

Avast4¥Data¥Avast4.ini

[MailScanner]

avast4.ini
SMTP, POP3 IMAP ( )
DefaultPopServer DefaultimapServer
IP DNS
( )
25, POP3 110, IMAP 143
DefaultSmtpServer, DefaultPopServer DefaultimapServer
Ann.Jones

DefaultPopServer
Ann.Jones#pop3.tiscali.com
Ann.Jones
IMAP SMTP
#smtp.tiscali.com
smtp.tiscali.com
e-mail UseDefaultSmtp

DNS SMTP
DefaultSmtpServer=oursmtp.domain.com:25
POP

74

DefaultSmtpServer ,

SMTP
e-mail
POP

e-mail

pop3.tiscali.com



DefaultPopServer=192.168.1.1
IMAP
DefaultimapServer=192.168.1.1:143

ShowTraylcon
1 yes, 0 no
Log 0
1 20

Avast4¥Data¥LOG AshMaiSv.log

PassThrough

e-mail

SmtpListen, PopListen ImapListen (
"listen")

110
PopListen=:110
110 (192.168.1.208

PopListen=192.168.1.208:110
SmtpListen=127.0.0.1:25

PopListen=127.0.0.1:110
ImapListen=127.0.0.1:143

Trust
IP DNS IP /
IP Trust
127.0.0.1:PORT *Listen
(127.0.0.1) Trust

Trust=127.0.0.1,server.domain.com,192.168.1.0/24
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Trust=
StartSmtp, StartPop, Startimap

1
‘Listen’ 0
UseDefaultSmtp e-mail 2 1 1
e-mail DefaultSmtpServer
SMTP ( )
SMTP POP e-mail
0 SMTP e-mail

SMTP e-mail

( # )
SMTP/POP3/IMAP

SMTP ( POP3, IMAP )

25, 110 143
SmtpListen,PopListen
ImapListen
SmtpListen=127.0.0.1:26
PopListen=127.0.0.1:111
ImapListen=127.0.0.1:144
SMTP/POP3/IMAP /
DefaultSmtpServer, DefaultPopServer DefaultimapServer
SMTP/POP3 " " *Listen
DefaultSmtpServer=127.0.0.1:25
DefaultPopServer=127.0.0.1:110
*Listen Trust
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192.168.1.10 192.168.1.20 192.168.1.21
1

PopListen=192.168.1.10:111

Trust=192.168.1.20,192.168.1.21

ashMaiSv.exe /i - "avast!

ashMaiSv.exe /u -

ashMaiSv.exe /e - current instance
ashMaiSv.exe ( ) -
e-mail ( Eudora ) SMTP ( )
POP SMPT
e-mail SMTP
UseDefaultSmtp=1 avast! version
4.0.235 SMTP e-mail
SMTP
POP3
( Eudora ) IMAP
IIIMAPH n
SSL (TLS)
8.10
4
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Tag for clean messages - HTML version
HTML
Tag for clean messages - TXT version

Tag for infected messages - HTML version
HTML
Tag for infected messages - TXT version

Notepad
HTML

<html>

<BR><BR>

<TABLE width=400><HR>

<P style="FONT: 9pt/llpt verdana"><a  href="http!//www.avast.com">avast!

Antivirus</a> %TYPE%

<P style="FONT: 8pt/11pt verdana"> (VPS) %VPS%<BR>
%TIMEDATE%<BR><FONT color=gray>avast! - copyright (c) 1988-2007 ALWIL

Software.</FONT></P>

<TBODY></TBODY></TABLE>

<BR></html>

%INBOUND= %

%OUTBOUND= %

HTML

UTYPE% -
%INBOUND% %OUTBOUND% ( )
%VPSY% -
%TIMEDATEY% -
%INBOUND= % - " " "received message"
%TYPE%
%OUTBOUND= % - %INBOUND= %

HTML

<html>
<BR><BR>
<TABLE width=400><HR>

78



<P style="FONT: 9pt/llpt verdana"><a  href="http://www.avast.com">avast!

Antivirus</a>: %TYPE% <br>%ATTACH%

<P style="FONT: 8pt/11pt verdana"> (VPS) %VPS%<BR>
%TIMEDATE%<BR><FONT color=gray>avast! - copyright (c) 1988-2007 ALWIL

Software.</FONT></P>

<TBODY></TBODY></TABLE>

<BR></html>

%INBOUND= %

%OUTBOUND= %

%CLEANED= %

%DELETED= %

%LEFT= m %

%TYPEY% - " " " "

%INBOUND%  %OUTBOUND% ( )
%ATTACHY -
%TIMEDATEY% -
%INBOUND= % - " " "received message"

%TYPE%

%OUTBOUND= % - %INBOUND= %
%CLEANED= % -

%DELETED= % -

WLEFT= mn % -

avast! Antivirus %TYPE%
(VPS) %VPS%
%TIMEDATE%
avast! - copyright (c) 1988-2007 ALWIL Software.
http!//www.avast.com
%INBOUND= %
%OUTBOUND= %
HTML

79



avast! Antivirus %TYPE%
%ATTACH%

(VPS) %VPS%
%TIMEDATE%

avast! - copyright (c) 1988-2007 ALWIL Software.

http://www.avast.com
%INBOUND= %
%OUTBOUND= %
%CLEANED= %
%DELETED= %
%LEFT= m

HTML

91

9.2

Add file
Delete file

Restore file

80

%



Extract file

Scan file

Show file properties

Email to ALWIL Software
(e-mail ) ALWIL Software

9.3

Storing the viruses
avast!

Storing the suspicious files

Backup of the system files
avast!

81

avast!

avast!



9.4

Infected file

User file

System files

avast!

9.5

82

Virus Chest

Open

Virus Chest

Open

Virus Chest

Open

Virus Chest

Virus Chest

3
avast!
user file
File - Add
user file
user file
Add
- Delete
Delete

Add



83

Virus Chest

Virus Chest

Virus Chest

Virus Chest

Virus Chest

Explorer
OK

Virus Chest

Explorer
OK

Virus Chest

Explorer

OK

Virus Chest

Delete
— Restore
Restore
Restore
- Extract
Extract
Extract

File - Properties



84

Virus Chest

Virus Chest

Virus Chest
Enter

Virus Chest

Virus Chest

Virus Chest

Properties

Properties

File - Scan

Scan

Scan

File — Refresh all files

Refresh all files

Refresh



10 ashQuick

101
ashQuick avast! ashCmd
avast! ashCmd
()
10.2
avast!
" " ( " "
) avast!
11 ashCmd
11.1
ashCmd avast!
ashCmd avast!
avast! ashCmd
( ) ashCmd
2 ">
"ashCmd.exe c:¥windows / > test.txt" C:¥Windows
avast! test.txt

( ) kernel the central, most important part of something; core; essence
Webster's New World Dictionary of American English,
Third College Edition

11.2 ashCmd
ashCmd
ashCmd
ashCmd /@=< > | < > [< >]
avast! "@"
avast!

85



avast!

ashCmd BAT
ERRORLEVEL

11.3 ashCmd

1 "C:¥Program files" /p /u=virus@avast.com --soundoff /v="key kapt"

d:¥path
d:¥path¥file
ashCmd
H 12 ( --help)
1#( --remote)
I* ( --local)
1> ( --console)
STDIN/STDOUT
( STDOUT ) UNIX
JA ( --testall)

86



l@=< > ( --task)
avast!
/C ( --testfull)
/T ( --ignoretype)
)
1J ( --paging)
STDOUT
M ( --boot)
/P ( --continue)
= . 2= , 3=
R:[*] [ 1( --report)
(
ASHCMD.RPT
(
/S ( --soundoff)
off
=< > ( --sendmessage)

87

( EXE

/P=[1234]

/R nikn



V=[ 1( --viruslist)
ashCmd ( )

[T:[JZIMXRSTGCBWOEQHFVKPY7D6UAN] ( --archivetype)
(J:ARJ, Z:ZIP, I:]MIME, M:MAPI, X:Exec, R:-RAR, S:Streams, T:TAR, G:GZ, C:CAB,

B:BZIP2, W:WinExec, 0:ZOO, E:ACE, Q:ARC, H:-LHA, F'TNEF, V:CPIO, K:CHM,
P:RPM, Y:ISO, 7:7ZIP, D:DBX, 6:SIS, U:OLE, A:All, N:none)

11.4
ashCmd
BAT IF ERRORLEVEL
0 -
1 -
>1
12 avast!
avast!
avast!
Professional
—_—
—_
12.1 Common
Test memory during application start-up
avast! RAM off

avast! avast!

Check floppy disks in drive when logging off
avast!

Chek CDs in drive when logging off

88



Check other removal media when logging off

ZIP
Enable skins for Explorer Extension

Exit Explorer Extension when first virus is found

off
Show results of Explorer Extension

Show Explorer Extension icon

12.2 Appearance
avast! antivirus
Show avast! Tray icon
g
Animate the icon when scanning
avast! (
Web

Use translucent effects

( Windows 2000

ON

12.3 Enhanced Interface

Show Special tasks

Scroll session results

Automatically delete sessions

89

( Windows )
off

avast!

) avast! antivirus

avast!



12.4 Chest
ALWIL Software

e-mail
SMTP

12.5 Confirmation

avast!

12.6 Language

avast!

12.7 Sounds

avast!
Windows
"avast! antivirus"
avast!
Windows

avast! off avast

12.8 Logging

avast!
avast!

avast!

12.9 Exclusion

avast!

avast!

90



Avoiding false alarms
avast!

Speeding up the processing

Add
"C:¥Windows¥*"' i

Remove

Browse

Explorer

Professional
12.10 Update-Basic -
Professional

avast!

avast!

91

(VPS

)



avast!

Automatic

avast!

Ask when update is available

Manual

Update now

Details

Running mode

Normal
avast!

Silent

Update options

Show update progress

Show icon in task tray bar

Ask for reboot when needed

92



Show sliding box after automatic update

Show sliding box on error

Auto update interval

avast! )
Push iAVS
) Push iAVS ALWIL Software
e-mail
avast! e-mail

Enable
Push iAVS

Add information about performed action into e-mail

avast!
Registration
Push iAVS ( Professional )

IAVS e-mail

12.11 Update-Connections -

avast!
Proxy
”Proxy"
12.12 Alerts

avast!

93



SMTP

SMTP e-mail
( smtp.company.com
(""From", )
MAPI
MAPI e-mail
WinPopup
net send
1CQ
ICQ

Windows Messenger
Windows Messenger
Windows Messenger

SMTP
192.168.1.1 )
( 25

MAPI
ICQ

e-mail

(SMTP/MAPI/ICQ..)

Remove

Edit

Test

Test All

12.13 SMTP

SMTP
avast! e-mail
Sending warning messages (
Sending files from the Chest ALWIL Software
Sending avast! Crash report ALWIL Software

94

UIN



Server address - e-mail ( smtp.server.com
192.168.1.25)

Port - ( 25 )

From address - ("From™)

12.14 Trouble shooting

avast!
)
( )
Windows
avast!
avast!
NT OS avast! ” "
13
12.1
avast!

Menu — Log Viewer

95



12.2

CTRL+F Edit

- Find Find

Find
"boot" OK 1

CTRL+F
CTRL+R
Include
*

Exclude
Time range

Select defined lines

Show only defined lines (hide the rest)

File - Export current list

96



File - Export Selected Lines

12.3

13.1 avast!

avast!

avast!
(avast!
avast!

avast!

avast!

avast! avast!

97

OK

(
13
avast!
avast!

avast!
"About"

ALWIL Software



avast!

avast!

ALWIL Software

avast!

98

File —» Start avast! Virus Cleaner

n

avast!
avast!

Safe Mode

avast!

Nimda



1

Notepad, Explorer, ...

VRDB
VRDB

avast!

VRDB

avast!

VRDB

avast!

avast!

VRDB
avast!

99

avast!

"Virus Recovery Database

"Integrity Database"

VRDB
VRDB

VRDB

VRDB

VRDB

Windows NT/2000/XP/2003

VRDB

avast!

avast4.ini )

avast!



( ) integrity : the quality or state of being complete; unbroken condition: wholeness;
entirety ; ; ; Webster's
New World Dictionary of American English, Third College Edition

100



13.2

avast!
avast!

avast!

Registration

13.3
FAQ

News

Stop Memory Test

http://www.avast.com/jpn/faq-avast-4-home-professional.html

Q avastl4 Outlook Express 6

A Outlook Express 6

Outlook Express

[OK]
Q avast' 4
A: avast! 4
avast!
avast!

URL: http//www.asw.cz/iavs4dpro
1P: 195.70.130.34

URL: http!//www.avast.com/iavs4pro
1P: 64.246.6.135

101

E-

(avast!

avast!



URL: http!//www.iavs.net/iavs4pro

1P: 204.44.156.15

URL: http://www.lavs.cz/iavs4dpro

IP: 62.168.45.69

2) avast! 4

avast.setup
avastXX.setup ("XX"

aswUpdSv.exe
ashServ.exe
ashWebSv.exe
3)

avast!

avast!
avast!
avast! 4
4)
- 40

5)

102

)
' ' ( )
avast! "
40 ping
avast!
4
avast!
ping
avast!

ping

avast! 40

avast!



Q avast'4 Home

A: avast! 4
Q avast4 POP3 SMPT 127.0.0.1
?

A avast!

Outlook Express

E avast!

Outlook Express ( "

avast! Mail Protection Wizard avast! Antivirus

Mail Protection Wizard
Outlook Express

Q avast " 2000000B"...

A

Q ‘avast! 4 Home' "

" usiGetSkin
n ?
Al
->
Windows NT 2000
C: WINNT SYSTEM32 REGSVR32.EXE ACTSKIN4.0CX
Windows 95, 98 ME

C:  WINDOWS SYSTEM REGSVR32.EXE ACTSKIN4.0CX
Windows XP

C:  WINDOWS SYSTEM32 REGSVR32.EXE ACTSKIN4.0CX
OK ( Enter)

103



Q avast! (Norton Antivirus,

McAfee, AVG, Kaspersky Antivirus ) ?
A: 2
avast!
Q Microsoft Outlook "avoutext.dll / "
?
A:
MS Outlook
REGEDIT.EXE avast32
HKLM¥Software¥Microsoft¥ Exchange¥Client¥ Extensions
extend.dat
Q avast!
mn n ?
A: & avast!
Windows
Q avast! ODBC
?
A: ODBC Microsoft

Q 'Outlook/Exchange’ '

?
A MS Outlook (Outlook Express N MS
Exchange
Q avast! " "
?
A:

104



Q avast! HOME  avast! PROFESSIONAL

A: avast! -
Q avast!
A. AvClear AvClear4 ( avast!

)

http://www.avast.com/jpn/avast-uninstall-utility.html
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13.4

avast!
avast! Alwill WEB

) " ) 1

: Klez virus Win32:Klez-H [WRM]
: *klez*. "klez"

ITW -
ITW ("In The Wild™)
Worm -
e-mail

Microsoft (Word, Excel, ...)
Rep -
avast!
Care -

106



Boot -

MBR - MBR
COM - COM
.com
EXE - EXE
.exe
RES -
RAM
13.5 avast! iNews
avast!
7 avast!
Menu avast! iNews
Close
avast! iNews

107



13.6

avast!
avast!
ALWIL Software WEB
( )
avast!
Menu - About avast!
License key
g
About avast! "License key "
Help - Regisatration
OK
( 0 (zero) O ( "o")
) &
( Ctrl+C Windows Ctrl+v
)
avast! ( &
) (
avast! ) avast!

ALWIL Software
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