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¥  Syslog Watcher®OE{EE— R

1.  Standalone Application
H—NLETEEROPTIT—a3aVEUTEMELET

2. |Local Syslog Server
O—ANILY—/NETWindowsDHY—EXE U TEMWELET

3. Remote Server
BIDHT —/\N EDSyslog Watcherz! ) E— TR ULET
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Standalone Application Tt —

~IZ DU\ T

(%

o

: " ! () i { S )
:@' Qﬁ %|JVM K B B E & &
:| Start Server | Stop Server Status | Reload Filter Find Search Import Export Delete Reports | Storage Settings
8 v o
: Vendor Pack  Help Info
: show Any Severity - from Sources (4 of 7)- last 500 ; messages | Update every 1 % seconds | Updated at 2011/04/22 17:27:35
[ AutoScroll | 7
E /Last 500 SyslogB\’L_lSYslogs for Pgna:l\lmpodeea_rd}Re_sufts_({)} \Saur_cgs ffj _E;e?ve_rm_g \Ei?c-k_dﬁe_;"-_\
#* || Received Source IP Source Na... Message Facility Severity TR0 *
2} -
i 2011/04/22 17:27:27.321 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen user-level Warning B
g 2011/04/22 17:27:26.306 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen NTP Info
; 2011/04/22 17:27:25.293 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen local 6 Critical
T |2011/04/22 17:27:24.278 192.168.10.133  sakurai-PC  Thisis a test message generated by Kiwi SyslogGen local 4 Emergency
| |2011/04/22 17:27:23.264 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslegGen UUCP Debug
2011/04/22 17:27:22.250 192.168,10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen local 4 Info
2011/04/22 17:27:21.236 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen user-level Error
2011/04/22 17:27:20.221 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen lecal 3 Metice
2011/04/22 17:27:19.209 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen kernel Info
2011/04/22 17:27:18.196 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen news Info
2011/04/22 17:27:17.183 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen leg audit  Critical
ANA1IAAINT 479746 174 107 1680 40 122 calaeai D Thir ic a Fack vanceann annarabad bae Wi Curelan™an ezl A Mdsrminn ]
Message View x|
Critical / local 2| sakurai-PC (192.168.10.123) 20118 4H220 16:21:27.025
Thiz iz a test message generated by Kiwi SyslogGen
For Help, press F1 Service: Started (4.2.Z Tot: 4,118 Dsp: 500 Fit: 0 Sel: 1 UDP: 514  TCF 0 IPw4 IPVE Ver: 4.2,

F—N\NETBEEOPTIT -3V EUTEIMFIDE—RTY,
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Local Syslog ServerE— FICDU\T

E— ) - B B ) =
o Syslog Watcher - Local Syslog Server El=-
: " ! () i { S )
:@'%%|JVM K B B E & &

:| Start Server | Stop Server Status | Reload Filter Find Search Import Export Delete Reports | Storage Settings
)
: Vendor Pack  Help Info
: show Any Severity - from Sources (4 of 7)- last 500 ; messages | Update every 1 % seconds | Updated at 2011/04/22 17:27:35
[ AutoScroll | 7
E /Last 500 SyslogB\’L_lSYslogs for Pgna:l\lmpodeea_rd}Re_sufts_({)} \Saur_cgs ffj _E;e?ve_rm_g \Ei?c-k_dﬁe_;"-_\
#* || Received Source IP Source Na... Message Facility Severity TR0 *
2} -
i 2011/04/22 17:27:27.321 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen user-level Warning B
g 2011/04/22 17:27:26.306 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen NTP Info
; 2011/04/22 17:27:25.293 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen local 6 Critical
T |2011/04/22 17:27:24.278 192.168.10.133  sakurai-PC  Thisis a test message generated by Kiwi SyslogGen local 4 Emergency
| |2011/04/22 17:27:23.264 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslegGen UUCP Debug
2011/04/22 17:27:22.250 192.168,10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen local 4 Info
2011/04/22 17:27:21.236 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen user-level Error
2011/04/22 17:27:20.221 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen lecal 3 Metice
2011/04/22 17:27:19.209 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen kernel Info
2011/04/22 17:27:18.196 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen news Info
2011/04/22 17:27:17.183 192.168.10.133  sakurai-PC  This is a test message generated by Kiwi SyslogGen leg audit  Critical
ANA1IAAINT 479746 174 107 1680 40 122 calaeai D Thir ic a Fack vanceann annarabad bae Wi Curelan™an ezl A Mdsrminn ]
Message View x|
Critical / local 2| sakurai-PC (192.168.10.123) 20118 4H220 16:21:27.025
Thiz iz a test message generated by Kiwi SyslogGen
For Help, press F1 Service: Started (4.2.Z Tot: 4,118 Dsp: 500 Fit: 0 Sel: 1 UDP: 514 TCP. 1468 IPw4 IPVE Ver: 4.2

O—AILY—=/NETWindowsDODHY—EXELUTCEMEITDE—RTT,
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Remote ServerE— RIC DU

@ Syslog Watcher - Remote Syslog Server

| ) - .
“ B )Vﬂ‘% E B E 2 &
| Disconnect  Status | Reload  Filter Find | Search Import Export Delete Reports | Storage Settings
: ¥ O
* Vendor Pack Help  Info
EShow Any Severity - from All Sources~ |ast 500 I messages | Update every 1 : seconds | Updated at 2011/04y

] Autoseroll |

BIDT — /N EMDSyslog WatcherlCiZ#id D ENTEDE—RTT,
Bt DSyslog WatcherlC[3M— FES, /N AD—RERECEET,

9167 9129-50/09-

o /Last 500 Syslogs\_Syslqgs-f_or_Per[od"_-i Import/Search Results (DJ’Sources ({}_]V Server Log ' Backups

1

= || Received Source IP Source MNa... Message Facility S

A 2011/04/22 16:58:57.062 Original Address=212.95.98.128 This is a test mes... local 4 Er

E 2011}."&4{22 16:58:55_&52 i Miriminesl Addemeer 200 3721 9724 300 Tlﬂl-l'\-_l-r = Q'E,Bt Meee mall I:H

& Connect to R e 5 3

7 | 2011/04/22 16:58:55.062 ol bt x| . syslogd  In

% |2011/04/22 16:58:54.062 .‘ ' Server: 192.168.10.130 ; st me... UUCP Er
201170422 16:58;53.062 D st [ =] S mess... mail Er
2011/04/22 16:58:52.062 = £ mes... log alert Er
2011/04/22 16:58:51.062 e [IRemember |4 me... syslogd N
2011/04/22 16:58:50.062 et ] I c ] st me... ULUCP Er
2011/04/22 16:58:49.062 mess... FTP In
N11/N4/77? 1A-58-48 NAR? Nrininal Addrecc=100 117 100 20N Thic ic a kest m lnral 1 Fr
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| =14 ang | pug sang |

© 18 —BRHS—ID

Quick Filter & x|

%;j?ﬂﬁgeéisﬂgw:dv;igaea:sily éé\té\é\t@%1¢ﬁ£ ‘O \\JZD 9\\>( ‘y t_ \\)57 ’l’ )l./& IJ \JD\\/
| Apply Fiter H;Cancel:ltelr | *ﬁﬁ/ba —!J yg\g—é _ C\:_D\\E‘Iﬁg_ég'o

[ Alert Error [

Severity (5 of 8)
[[] Emergency[] Critical [ \l ?Eﬁ:

«[oom b .
= o Severity
[¥] Fadility (24 of 24) X ”:/ZD7\‘)(‘3/12—975“5“3&3%7':@%}?:0
kernel system [ FaCility
o Do VAR A — U EN T VYT A,
« L] ' Tag

Setal Cearal Lvert Ayt—UDARY Avt—UIZIEY—RICEDETEHAGEET, COBERIET RO
[YIsource (0F3 JrAvt—URKXLYMEINE T, FURATDOV—RIZEKUYEBESNET, BIC
Egiﬁlr?f—'}pcu'(l1325?.n.u_1] [ -U-ji/x;_-l-\&_ﬂ~ E%&L»—Cs E%}‘yt—:)l:f;ég%%Ljij—o

[7] sakurai-PC (162.168.10

Origin
SetAl Geardl et EBINERHR, RO AvE—CR, BEOAQSY—R (B Ayvt—2DUT7 I —

[Tag Message
[¥] Message ‘:/Xl:lo‘\)(‘y't’_f)o)j__j\:XI"W?é:‘o

A8

[[case [[]whole
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St

:snx]

v Quick filter allows you to easily
v filter the displayed messages.

b

[ () Apply therL\%Lﬂ Cancel Filter

]

Severity (2 of 8)

] Emergencylv) ETEIN
[T Alert [F] Error [

4| i F

Set All Clear All

Invert

Fadlity (24 of 24)
[¥] kernel system |

[¥] user-level [¥] secur/auth|
[@] mail syslogd |

< [ 3

Cad Al Sl Al Temevmed

m

' Import/Search Results (0)  Sources (1) ‘ Server Log " Backups ',

Source Name Message Facility Sewverity T T 0.
] WIN-IRHXTONDLLS Original Address=209.3.206.21 Thisis ... local 8  Critical
o WIN-IRHXTONDLLS Original Address=212.78.236.116 This i... clock [9) Emergency
0 WIN-IRHXTONDLLS Original Address=206.71.28.236 This is... syslogd Emergency
1] WIN-IRHXTOMNDLLS Original Address=209.226.61.187 This i... local 3 Critical
0 WIN-IRHXTONDLLS Original Address=202.233.99.214 This i... user-le... Emergency
0 WIN-IRHXTONDLLS Original Address=194.45.10.158 This is... log audit Emergency
o WIN-IRHXTOMNDLLS Original Address=213.49.219.101 This i... local 4  Critical
i} WIN-IRHXTONDLLS Criginal Address=207.48.154.249 Thisi... local 0  Emergency
i} WIN-IRHXTONDLLS Original Address=216.101.86.53 This is... syslogd Critical
0 WIN-IRHXTONDLLS Original Address=196.147.68.221 This i... syslogd Emergency
0 WIN-IRHXTONDLLS Original Address=212.22.121.48 This is... user-le... Critical
1] WIN-IRHXTONDLLS Original Address=201.238.56.112 Thisi... local 2  Critical
0 WIN-IRHXTONDLLS Original Address=211.99.103.95 This is... mail Emergency

Severity xStk &E U2 T + )ULS —1Hl

G167 Y1r9-57.05—



C  BREH

ax

()

the dispalyed ones,

Quick find the messages among

[\immportSeanch Besutts () Sources (1)) Sevenl 00, (Backups,

| # pinderev || 4 Find Next

|:| Severity

Fadiity (1 of 24)

[[] printer [ clock {9) [

[7] news [ securfauth [

SHTCR =

< [ -

SetAll Clear Al Inwvert

|:|Suurce ;

[ origin

[[|Tag

FacilityZe &1

Scurce Name Message Facility Sewverity 1T

o WIN-IRHXTONDLLS Original Address=209.226.128.196 This... UUCP  Error

b0 WIMN-IRHXTONDLLS Original Address=216.7.56.99 Thisisa ... local 4  Emergency

i) WIN-IRHXTONDLLS Criginal Address=201.80.61.204 This is... local 3 Motice

1] WIN-IRHXTONDLLS Original Address=211.231.170.248 This... FTP Alert

b0 WIN-IRHXTONDLLS Criginal Address=221.1.210.84 This is ... log audit Warning

0 WIN-IRHXTONDLLS Original Address=214.100.253.233 This... system Debug
WIN-IRHXTOMDLLS Original Address=221.224.201.221 This... local 5  Debug

0 WIN-IRHXTONDLLS Criginal Address=204.183.71.136 This i... secur/... Error
WIN-IRHXTONDLLS Original Address=200.176.61.38 This is... secur/... Critical

b0 WIN-IRHXTONDLLS Original Address=193.146.72.17 This is... secur/... Debug

] WIN-IRHXTONDLLS Criginal Address=220.12.163.206 This i... mail Info

b0 WIN-IRHXTONDLLS Criginal Address=213.69.223.126 This i... FTP Critical

b0 WIN-IRHXTOMDLLS Criginal Address=216.193.216.97 This i... user-le... Alert

-

& UISHRERHBI

9167 9129-50/09-




'lea

AN,

— 1) > Hl

_/Last 500 Syslogs " Syslogs for Period ' Import/Search Results (0)  Sources (1) ( Server Log ‘Backups ,

Received Source [P Sou... Message Facility Severity Tiec ot Tang | Ofaa|
2011/04/20 15;00:05.890 192.168.10... WIN... Original Address=195.78.240.9 This is a... local & Alert

2011/04/20 15:00:04.890 192.168.10... WIN... Original Address=211.65.102.225 This i... news Alert

2011/04/20 15:00:03.8%0 192.168.10... WIN... Original Address=21%9.85.66.32 This is a... local 3 Critical |:|
2011/04/20 15:00:02.890 192.168.10... WIN... Original Address=207.131.65.164 This i... news Motice

2011/04/20 15:00:01.890 192.168.10... WIN... Original Address=211.60.130.182 Thisi... user-level  Warning

2011/04/20 15:00:00.890 192.168.10... WIN... Original Address=203.116.230.133 This ... FTP Alert

2011,/04/30 14:59:59.890 192.168.10... WIN... Original Address=216.171.133.1 This is ... clock (15) Debug

2011/04/20 14:59.58.6830 192.168.10... WIN... Original Address=224.102.174.146 This ... clock (9] Error

2011/04/20 14:59.57.890 192.168.10... WIN... Original Address=212.244.38.226 This i... local & Error

2011,/04/20 14:59:56.890 192.168.10... WIN... Original Address=209.134.99.124 This i... local 3 Debug

2011/04/20 14:59:55.890 192.168.10... WIN... Original Address=224.198.45.153 This i... clock (15) Debug

2011/04/20 14:59:54.800 192.168.10... WIN... Original Address=219.173.196.14 This i... syslogd Warning

2011/04/20 14:59:53.890 192.168.10... WIN... Original Address=199.29.119.32 This is ... system Error -

Severityz2EHEELIEHDS -V TH|

9167 9129-50/09-
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SESFBEHFICKD P S — b A—)LZRETDCENTRETI,

E-mail Alerts

Trim large syslog messages to: 2046 % characters

List of e-mail alerts: = g& i.E @' ﬁg % 14:

" = Filter Criteria
] Nev E-mail Alert .
%4 Severity (8 of 8) Fadlity (24 of 24)
E-mail Subject... = —
¥| Emergency  » ¥ kernel -
- ¥ Alert ¥ user-level o
E-mai Body... ¥ Critica 9] mai o everity
¥ Error - ¥ system -
- | Format: Set Al Clear Al Invert — SetAll Clear Al Invert F O'Ict
Redpient's e-mail address: | admin@jtc-.co.jp [¥] Source (0 of 3) aCI ' y
[C] 192.168.10.135 - I ag
Erpre T S [C] sakurai-PC (127.0.0.1)
. [7] sakurai-PC (192.168.10.133)
tabie colpeckdnge"T coot= Time S MEEWERITY_WA stdem'ott1 1004+ [Tag =] O .
s e . w
<t oS ke 17 BSSEVERTTF ¥ | SFALCE [TY % Ml EEEVERITYS T I rlg" l
it clamre“nipla 15 WECUALCE. = [REDUR DT P
e g emvemIT_ s E—
bl chaamre"tpba 1 tyba =l -ign: right” = RCATE | OGS " TIMNE_|LOHG % < fid > WEACILITY %
a sty 5] oign(neper ) Message
i e SRR PR Yo i HEOURCE_IF%
oy B g -n s NPT AR e ey WEOURTE NAMES
ETTHESTAHPS
= TAGE:
i = . | HORIGE
BOATE_LONGS
= e — . AL e
L | | o griME | ONG%
(o iz 3 b Top T TEE T RIS HTIME_EHORT
L0 L0 P00 172, 18R 1L [33 sy SMESSAGEY
[Fe = PR B NS (R LR ] SARUTA Rl FRT RAME S,
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Syslog Watcher Settings

Server v

- Metwork Interfaces

Explore Folder

- Domain Mames

- Storage Keep Period
- Remote A B —_~
EMOtE Ackess Error syslog messages for: 180 % days -5
- P i = 1
rocessing Warning syslog messages for: 150 % days
- Formats A Motice syslog messages for: 130 % days
- E-mail Account Info syslog messages for: 180 % days
Handlers Debug syslog messages for: 130 % days B
- Export to Text -
Delete expired syslog from the storage daily at: 4:00 % E]
- E-mail Alerts (N | m |
oK | [ Cancel ] Apply

AU—YDEHEETRETI,
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Y2AAQT AU —=IDIRRIZIT ST « DIVICTHER TETE T,

ﬁ C:¥ProgramData¥snmpSoft¥Syslog Watcher 4¥5torage

/ v Iy H T
Xy /’22 I Messages: 145 Bank Size (bytes) Messages Last message
[ TRl Sy T Storage size: 72,704 Errors 15,360 3% 13 days 23 hours & minutes 41 secon. ..
13,312 13 days 23 hours 6 minutes 42 secon. ..
i ) ) —ANR—2 | Free space: 105,510,570,128 | | Notices &,192 11 14 days 3 hours 50 minutes 5 second. ..
Compact ] [ /! Clear Storage ] Diebug 12,788 27  14days 3 hours 50 minutes & second.

MBEH, 3H 29, 2011 - HBEH , 48 04, 2011 (7 days)

100

Refresh
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Syslog Watcher Settings
User Interface i Storage Backup i
- Grid View

Create storage backups on shedule
- Processing
| BEH [C] AKEH ] &&EH [
- Formats = O seeE Ol AsE |
- Vendor Pack -
- Confirmations Perform backup at:  0:00 = Recur every: b 2| weeks
Server —
Destination
- Metwork Interfaces | M
_ Backup folder:
- Domain Mames : —
C:¥Users¥sakurai¥Documents¥iroiromemo¥doc Et-:‘#ESy.@
- Storage Explore Folder
- Badkup - |4 I | »
oK | cancel || Apply

Y2AOTRARU=IERTIa2—=)UINy D Py THTEETT,
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Do iinaicas §lhs

= ] i
WL Rr el o ra WO D s Sy log it char it

() Selected syslog messages
(") Displayed syslog messages

i@ Syslog messages from the storage:

B Folen e
MUBE [P ¥ WA

" Crasin reut Sa rten e amrmos e (D0 KByl

Provesing Qisbices

| Trm larga wpiicg romege 40 2048 . charecier

Period from: 1970/01/01 [E~

9:00

E | QuickSet Pk | [ Preproess vessge o (CTU R %)

Lo s [Tt = e e

to: 1970/01f01 [Elw

(") Custom text file

SQL database (ODBC)

9:00

. . Saurdy, Paziitp Trsa Sarcs, Muarsgs:

(@ Syslog file (recommended to exchange between Syslog Watchers)

Fim hanclar :

VEEIEZE cDrEan ETTh:
LT, S CILITY %, “SDATE_SHORT %o WTIME LGS, %50 = [Tag b |
F:ehmrl i I
Tog ¥
| Export.. || cancel | T

SyslogWatcher CindrAHOEESR” syslog” 7 71 JUFER.
INON
NRIVA SNt 71 IVERN T, Y ROTDIDAN—HOEETT,
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, Syslog Watcher Settings

5

Metwark Interfaces

Domain Mames

Storage
- Backup

Remote Access

F

Export to Text File
@ Export all syslog messages
(") Export only syslog messages that match to: Filter Criteria...

Destination folder:
si¥Documents¥iroiromemo¥doc etc¥SyslogWatcherffiE (...

"
E

m

- i H
Processing Subfolder: Filename: Explore Folder
- Formats %LSEVERITY % ¥ YLFACILITY % Tag »
- E-mail Account = || Create a new file when the file size exceeds: 10240 == KBytes L2
Handlers | File Header... | | Message Template. .. | | File Footer... |
- Export to Text e
Encoding: |UTF-15 - || 10081 (MaC - 1L IZE) El
[ QK. J | Cancel | | Apply

Lmu

FacilityFZ & HEL T HBELEZ7AHIWVFITTHFRN T 74
IWELTOROTZ#) T ILAA LRETDHENAEETT,
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Message Details 2 X

/\“\Jg\—/\o‘y DP HZ\J"&‘-\
SyslogWatcher CCRIFL) 10/D6/07 09143107
giggyftffs%¥j??&§;jo Debug message fram: 192.168.1.35
MRETIDMEDK yg—y | Hostname: MECOM
[CXTLUC ZDRPE, @t
ISXUMTIEZERD CSE I,

-----------------------------------------------
- ¥
o .,

TeFIX=-F=-7F10005: UCF regueast
discarded from 192.158.1.1/133 to

: mside: 192, 160.1. 255 netbigs-dgm.
PTG :
: 1. Cisco Systems, Inc. A L - —

b Cisco I0S Software ; Thiz Measiage ASS8ars whran the security
. : : appliance doas not have & UCP searvar that
—  Cisco Catalyst Switches : sarvices the UDE raquaest. The message

Cisco Security Appliances can also indicate & TCR packet that does

- . not belong te any session on the secwrity
2.  Juniper Networks, Inc. appiiance. In addition, this meseags

— JUNOS Internet Software appears wath the service snmp ) whan the
3. Fortinet, Inc. pdcurily Bppliance reisival an SHMP
: . . reauadt »ith an ampaty paylead, avan if it
- FortiGate with FortiOS : i€ from an authorzaed hest. Whan the
ol e A s Pl A s o
Yool ‘_‘¢‘
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o T 1— FDFEREIYROYD

G Owverride server settings '::} Use server settings

Date Format
@) Use system date formats
(7 Use custom format settings

Reset to Defaulks

Short date: | M/dfyyyy First week day:

Long date: dddd, MMMM dd, yyyy

r Jrry

Time Format

i@ Use system time formats

Add milliseconds to lang time format

DEIEEE
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Domain Names

Resolve IP address of syslog source to network name

[ Look for IF addresses within message body and resolve them
(") Use Fully Qualified Domain Mame (FQDM)

(@) Use Relative Distinguished Mame (ROM)

Cache resolved domain names for: 163 = | hours




