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c HEEZERMBPZOER TIK Y—N—EIF4T7 MR T A-OITHERGFIAEE %
e 5AEICDOVWTEHRBALET,
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SREALET .
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2 HBCRANAROER

TLSHESAEI. Y—/N\—%RE T A-OITFIAEZFEALFEY . LT HERDIEE. 754
TULDEIAEREETT . RDOEI 3V TR DELIEAEOERAEZEBNLET .
syslog-ng PE THARIZFERT HICITFHENVETT , BRADIRELR (CAs) BiLKDI2HH
YFEFTH DEBIZIEE LM (BFBELZERAENBERINSIETOFLER) OMADERN
PMYET, COAAFTIIECERL-AERAELERT 5= DI E DFRELE (CA) DIERK A
EERNALET . 2TOFEMENN—FTIOTELELL BIZE. BHEROERLE .
syslog-ng PE TR R FEATESIIIT 5-DICHR/NEHELFIEDOH T,

CA.p| DEIHERIZY—ILAHY . SIBAEDIEREZBRDNBRITIRYETS , 772, OpenSSL V7T
FIITRA—bD—ETH>TH. ETOT SV IA—LTHRATED DT TEHYFEL A, —
7. OpenSSLAYURSAY—)LIE, £TO Linux TAAMJE2— 32 EBSD /N7 R THIA
TEET . ZDOY—ILIFTDHARTHFEALET,

2.1 CADERL

CA DYERAEZERIZRLET,
FE:D aAURSACOBDHRIZIFRVNBDEHYFET . TDIHEE . AUO—)LLTIELZELY,

CA ZER T BIZIF

1. EDTALIMEERL. EDOTALIMNIABELET:
mkdir CA
cd CA

2. LOMTALIRIZERL. WO DY R—RT7 4 )LICRIREERELET:
mkdir certs crl newcerts private
echo “01” > serial
cp /dev/null index.txt

3. Openssl.conf ZREDTALYMIANIE—LFET . TARNJE2—avIZkY Y—RTo
LOR)IMNESSENHAHD T, IE—F BHIIZ OpenSSL /37— ADIT7AILD) A%
HERRLTIZELN:
cp /etc/ssl/openssl.cnf openssl.cnf

4, IREDT AL IR T openssl.conf ZHmELET:

vi openssl.cnf
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ROEHZHRFLT . /DemoCA Z—D2D Ky b [CEZFHBAFET,
[ CA_default ]
dir

certs = $dir/certs # Where the issued certs are kept

. /demoCA # Where everything is kept

ENERDESICEELEY :

[ CA_default ]
dir =3 # Where everything is kept

certs = $dir/certs # Where the issued certs are kept

REDRATYTELT, CA DFEAELERLET

openssl req —new —x509 —keyout private/cakey.pem —newkey rsa:4096 —out cacert.pem
—days 365 —config openssl.cnf

SEE . aTUKRSA (T —newkey rsakkey sized ZEHTHARATARTHIEIZLY . #REH
DR —[CEBL =X —H A XERETEES,

RDESZRTENFTT, FIDOXSIEMICHFEZTIZEL:

Generating a 1024 bit RSA private key
Lt

-+

writing new private key to 'serverkey. pem’

Enter PEM pass phrase:

Verifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can |leave some blank

For some fields there will be a default value

If you enter '.’, the field will be left blank

Country Name (2 letter code) [AU]:HU

State or Province Name (full name) [Some-State]:Budapest

Local ity Name (eg, city) []:Budapest

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Mycompany

Organizational Unit Name (eg, section) []:.
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Common Name (e.g. server FQDN or YOUR name) []:172.16.177.147
Email Address []:

22  Y—N—iEREROER

H—N\—EBAE DR A EERICERALET
FER: AvURSAOOBIDFIZEFRVBDLHYET . EDHE . RVO—)LLTIELZELY,

Y—/IN—EFEEERT SIZIL
1. RDRATYTIE, syslogng PE H—/N\—DEBAZZERL TERTHETY . IEVR— LA
[Z[EH—/N—D FAQDN E£=[XIP FRLRZEHDIBENHYET , emall TRL R IFZEBADFE
FITLTLZSY,
openssl req —nodes —new —x509 —keyout serverkey.pem —newkey rsa:4096 —out serverreq.pem
—days 365 —config openssl.cnf
SFEE: OTURIAUIZ —newkey rsaxkey sized EEHTHRIIARTBHIEITKY  #B#
DRV —ZERL - F—P A XERETEFS

2. ROEIIRFRSNFT, FIDORSIEMIZEZ TSN

Generating a 1024 bit RSA private key
........................................ T

I e e

writing new private key to 'serverkey. pem’

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter ., the field will be left blank

Country Name (2 letter code) [AU]:HU

State or Province Name (full name) [Some-State]:Budapest

Locality Name (eg, city) []:Budapest

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Mycompany
Organizational Unit Name (eg, section) []:.
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Common Name (e.g. server FQDN or YOUR name) []:172.16.177.147
Email Address []:

examp |l e@| inux-modi:~/CA> openss| x509 -x509toreq —in serverreqd. pem —signkey
serverkey. pem —out tmp. pem
Getting request Private Key
Generating certificate request
example@| inux-modi:~/CA> openss| ca —config openssl.cnf —policy policy_
anything —out servercert. pem —infiles tmp. pem
Using configuration from openssl.cnf
Enter pass phrase for ./private/cakey. pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 1 (0x1)
Validity
Not Before: Jun 25 10:27:39 2014 GMT
Not After : Jun 25 10:27:39 2015 GMT

Subject:
countryName = HU
stateOrProvinceName = Budapest
local ityName = Budapest
organizationName = Mycompany

172.16. 177. 141

commonName
X509v3 extensions:
Xb09v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
55:4E:B1:47:33:CF:0C:83:5F:29:64:9B:E9:99:77:DF:0E:72:52:76
X509v3 Authority Key Identifier:

keyid:D1:FF:ED:B4:0B:66:E6:45:EE:70:4F:DC:6C:C5:34:48:42:38:E9:38

Certificate is to be certified until Jun 25 10:27:39 2015 GMT (365 days)
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Sign the certificate? [y/nl:y
1 out of 1 certificate requests certified, conmit? [y/n]y
Write out database with 1 new entries

Data Base Updated

3. UTZANLET:
rm tmp. pem

23 9SAT7UMERARDER

D347 U NERAE DR A IEERICERBALEY
FER: AvURSAOOBIDFIZEFRVBDLHYET . EDHE . RVO—)LLTIELZSLY,

IS T FREZ R TSI/

1. 9547 bRADOFIEIFERBIZETEY ., I7MILBEEDHRAHDIEY R—L GRANHER
F:FQDN F1=[X P FRLR) DHDBEBYEY . BBDIFAT U LDGEE. ENENICE
LOWVRRRERIFAH S EEHERL T,
openssl req —nodes —new —x509 —keyout clientkey.pem —newkey rsa:4096 —out clientreq.pem
—days 365 —config openssl.cnf

SFEE: OTURIAUIZ —newkey rsaxkey sized EEHTHREIIARTBHIEITKY  #B#
DRV —ZERLF-F—P A XERETEFS

2. ROFIIRFRSNFT, FIDRSITEMIZEZ TSN

Generating a 1024 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter ".’, the field will be left blank
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Country Name (2 letter code) [AU]:HU

State or Province Name (full name) [Some-State]:Budapest

Locality Name (eg, city) []:Budapest

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Mycompany
Organizational Unit Name (eg, section) []:.

Common Name (e.g. server FQDN or YOUR name) []:172.16.177.129

Email Address []:

example@| inux-modi:~/CA> openss| x509 —-x509toreq —in clientreq. pem —signkey
clientkey. pem —out tmp. pem
Getting request Private Key
Generating certificate request
example@| inux-modi:~/CA> openss| ca —config openssl.cnf -policy policy_
anything —out clientcert. pem —infiles tmp. pem
Using configuration from openssl.cnf
Enter pass phrase for ./private/cakey. pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 2 (0x2)
Validity
Not Before: Jun 25 10:28:49 2014 GMT
Not After : Jun 25 10:28:49 2015 GMT

Subject:
countryName = HU
stateOrProvinceName = Budapest
local ityName = Budapest
organizationName = Mycompany
commonName =172.16.177.129

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
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91:D9:99:95:F2:0D:22:BF:72:95:56:9A:C0:DF:A3:07:5C:E2:3F:63
X509v3 Authority Key Identifier:

keyid:D1:FF:ED:B4:0B:66:E6:45:EE:70:4F:DC:6C:C5:34:48:42:38:E9:38

Certificate is to be certified until Jun 25 10:28:49 2015 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, conmit? [y/nly
Write out database with 1 new entries
Data Base Updated

UTEANLET,
rm tmp. pem
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3 syslog-ng PE DL

CA. H—N—_USAT7ULDIAEDE BN TELL. TNEEEZNETRLDOII U ATOE—L,
#ERAT DL syslog—ng PE ZHERLET . BERMIZIE. CA XUV ZDMDEERAZIF. T71)L
DRATLDEEDGFRICERE TEET , EBRIC(X. syslog—ng PE DESBT7T TV r—avBE X,
AppArmor, SELinux, E=[EZF DD AN X ALIZE>TRESINZIENILHYFET, LI=AID
T.syslog-ng. conf BNFEELTWDECAITH T TALIMNEERTHEEZEBHLET . Ch
[Z&Y syslog—ng PE (X, BT 57 VR —ILEEBE T [CENLEFRANDENTEET,

3.1 syslog-ng PE H—/\—DkRL

RDOFHITIE. syslog-ng. conf [E/usr/local/etc/syslog-ng D FIZHYET A,
/opt/syslog-ng/etc/. /etc/syslog-ng/ Ff=IFRDTALYRIICHLTELDT. ZNIZGL
THEAHIZERLTZELY,
syslog-ng PE Y —/\—Z8E T &/ZI%
1. RPDRTYTELT, syslog-ng PE R TALIMNIDTIZ 2 DDFHLLVTALIMIEIERL
F9:
mkdir cert.d ca.d
2. serverkey.pem LU servercert. pem % cert.d [CaE—LE9 ., cacert. pem % ca. d [ZO
E—L.EHEICHLTROITUREEITLET:
openss!| x509 -noout —hash —in cacert. pem
BRI GAZOHEANAICE DNV, —BOEBFTHA/ W 1(6d2962a8 72L) TT,
3. REFAZE (LEDITURDHFERE. 0 suffix D\ aZFERTIH)ADIUR)YI) D%
BT B1=HICRDATURERITLET,
In —s cacert. pem 6d2962a8. 0
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4, RDOFJFEFZEFHL, syslog—ng. conf ZFBHDOO—HILIRBIZEDHDETIP PRLRER—E
FALOM)EEBLET, “d local” DECHEEEOOYT TARATAFR—avRIZEE
¥z xd (Flz (X, /var/log/messages ZSBTHLHLD),

source demo_tls_source {

network (
ip(0.0.0.0)
port (6514)
transport (“tls”)
tls(
key file(”/usr/local/etc/syslog—ng/cert.d/serverkey. pem”)
cert_file(”/usr/local/etc/syslog—ng/cert.d/servercert. pem”)
ca_dir (“/usr/local/etc/syslog-ng/ca.d”)
)
)
b
log {

source (demo_t|s_source) ;

destination(d_local);

5. BEBIC.RELEHEEMIZTA1-OIZ. syslog—ng PE *BIEILET .

3.2  syslog-ng PE 2547 FDMRR

D47 MUDERIEH — N —BIERBZR T, BWEIV T4 L—2av B TT , ROFID
syslog-ng. conf (& . /etc/syslog-ng @D FIZ&H Y F § A . /opt/syslog-ng/etc/ .
/usr/local/etc/syslog-ng/ FtzIEBDTALIR)IZHTEDZD T, FlEFNITELTHRE
ZELTZELY,

syslog-ng PE 254 7 FEBET SIC/E

1. RIDRATYTELT, syslog-ng PE R TALIMNJDTIZ 2 DDFHLLVTALIMIZEIERL
F9:
mkdir cert.d ca.d

syslog—ng PE TLS Z{#RL-HEET
Rev.1.1
10



5.

clientkey. pem LU clientcert. pem % cert. d [ZaE—LZE 9, cacert. pem % ca.d [Z3
E—L.EAEICHLTROITUREEITLET:

openss| x509 -noout —hash —in cacert. pem

BRI GAZOHEANAICE DN, —BOEKFTHA/ WP 1(6d2962a8 72E) TT
SEAZE(LEDIATURDFERE. 0 suffix O/ aZFERTR)ADIURYVII %
BT B1=IZRDAT R EEITLES

In —s cacert. pem 6d2962a8. 0

ROEFFEHZEMELY, syslog-ng. conf # BHDA—ALIREICEDE TIP PRLRER—RE
TALIREEBLET log DECAT, "src”’EXKEOOTY—RIZESHRZFET,

destination demo_tls_destination {
network (“172.16. 177. 147"

port (6514)

transport (“tls”)

tls(
ca dir ("/etc/syslog-ng/ca. d”)
key file("/etc/syslog-ng/cert. d/clientkey. pem”)
cert file("/etc/syslog-ng/cert.d/clientcert. pem”)

log { source(src); destination(demo_tls_destination); };

RBEIC.BREEEFANTH=0HIZ. syslog—ng PEZBEEILET,
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4 MEDTAE

syslog-ng PE Z#RLT-%& ., £ THHFRBYICEMET 6N TAMNET,

BRETRITE/Z/%

1. 9947 MITRDATUREANLET
logger “This is a test message”

2. Y—N—fITE, FYET—IDDATHEIET BT7M4IVE tail ATUFEFEALTRIRL
FY, LEDTAMAYE—CDHE . AFROLONRREINET:
tail —f /var/log/messages | grep test

Jun 26 19:12:06 172.16.177.129 root: This is a test message

RINENIGELMEE | syslogng DREAYE—INRFSNTVNSAT I7MILEHERLET .
Y—N—REISATMIDEATY . ZL—RMLGHEEDRRIIRDELSYTY

EHRORBNEGMEE (RHOT XERORTERLTLAD) . RyNT—9/7
FAT A= LD, F=(F. TRTAR—2a0PYR=ZUT R IP #HEATE
ELTWET,

ELLGWWI Ry THERESN-HLOGEAZS XMEZSIERILET . VATLE
AL EICHERM/ 24 LY —THAHILERRL TS,

QEVR—LHIELLY FQDN F=IE IP PRLRIZERE SN TS HERRL T,
FQDN {9 5354 . DNS H—/\—HELLEIMEL TLVD T EERERRL TIZELY,
DIAT Y —N\—DFEAZIZEFA—ILDTRLRZEEHIETZELY,

TLS BEDIS—AytE—L DML, EEEHAFD Error messages" &S HEL T
(G- AW
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CDFa—hMITILTIK VAT AT —N—RDEGERESILE KVRAT A EER

rLEL,
o BIEMNFKELIGS. FEYR—IIBELGEIL, ARET—R—2)L M o&ERL T
A
e syslog—ng PE[ZDWLVTELLENY =L ME S . syslog—ng Premium Edition D& HAR—F AR
LTLZELY,
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