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A 192168911288 A RS- wg Sk Ak PP OICMP PJUS—3> DNS TS SSH r-g JO— sites £ lm B B

FIUr—23>  AFIU

S
FIUS—ya BB 529 25%
Other Other,

10.1%
UbuntuONE -

12.8%
SNMP

L7534 hvelEE

20.6%

Diraction ~
FIUF—23y fstalnih] e =25 at:i 3 Total
Total 1 day, 05:02:30 369.34 MB 3465 MB 715.84 MB
Amazon vl 00:10 521 KB 5189 KB 57.2 KB 0.01 %
Cloudflare oy 00:20 6.28 KB 29,72 KB =& 36.0 KB 0.0 %
DNS ol 01:35 577 KB 953 KB 163 KB 0.0%
Github iy 00:05 221 KB 24.63 KB 26.85 KB 0.0%
HTTP v 14:32:25 268.44 MB 4445 MB =1 312,89 MB 4371 %
ICMP ol 1 day, 05:02:30 53.09 MB 143 MB 3 54,53 MB 7.62 %
MDNS plp 00:05 1177 KB 217 KB =0 13.95 KB 00%
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774 Jig J0O—
10~ HmAb~ fKEE~ FAE~ FIUS—I3v v AFIU v P)—T3 v Protocol v
FIUT—23 JORIL | 9TAF - H—JU iBRR ZEOAIL—TY - Total JU1 I~ 1&5R

[ o | NetFlow ufy © uDP 10.10.10.1:52488 ntopng M ;3;:2055 09:46 7.59 kbit/s 507.72 KB

[ into ] NetFlow sl O uop 10.10.10.1:55322 ntopng M ;3;:2056 09:46 6.04 kbit/s 4 596.3 KB

[ into | ICMP ply ICMP ntopng W ;% 10.10.10.1 -

[ info ] ICMP ol ICMP ntopng W ;% 10.10.10.1

= r'-|
‘ : = /7 —5:]

[ o | HTTP ol TCP 192.168.10.20:8562 192.168.91.123 I :%:3000 C||ent/serve|" '\j z" \J 8205

[ into ] ICMIP ol ICMP 192.168.91.240 ;& ntopng M z%

[ into | OSFF sl QSPF 182.168.91.111 & 224.00.5

[ o | OSPF vl OSPF 192.168.91.2 3% 224.00.5 09:38 0 bit/s ¥ 627 KB

[ info | OSPF pl QSPF 192.168.914 3% 224.0.0.5 09:31 0 bit/s 6.08 KB

[ ino ] OSPF vl OSPF _gateway i 224.005 09:41 143.97 bit/s 5.19KB
Showing 1 to 10 of 49 rows. Idle 70— not listed. «| < n 203 4 5 s =
NOTES:

® Check out the online documentation for a description of the misbehaving flows.
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AHTT—Rienp2s0 W FybT—T Sk TIUT-Z3L owe ave e S @ A B Y F P A

Id 1
State 745+ ki | Paused
f enp2s0 £ Family peap with RX/TX FTals
MTU 1518 /{7 b BE 1 Ghit/s
£\ Engaged Alerts s - Dropped Alerts 0—
hIorv o N 0.8% 40%
Local- >s|_-c}:!a?,_ot"”. Other,

22.4%
Remote->Local -

" 68.7%
Local->Remote

96.0%
P
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@ Contribute to the project by sending encrypted, ancnymous telemetry data to ntop.org: visit the BPreferences page and express your preference. x
AR 1921689112858 A FSIwvws JWw bk A-k EF IcMP FTUS—33> DNS TLS SSH . JO— sites £ lm 5 X
Bita EM/ES: T OM/E:
30m  th | 1d | 1w 08/01/2020 17:20:56 ] 09/01/2020 17:20:56 e » + & =
FSI19a -
®iE 2E @1H @Tend GEMA @SMA  @RS|curvspast(rghtaxis) OAvg (O 95t Pers
162.38 Kbit's — — a4
160 Kbit's| 20
70
120 Kbitls 60
50
20 Kait's . - 0
0
40 Kbit's 20
__/
e 10
0 I L I L I I | ! 2
1720 1920 2120 23:20 01:20 0x20 05:20 0720 0820 1:20 1320 15:20 17:20
Total: 517.86 MB 95th Percentile: 113.75 Kbit/s TF4: 50.25 Kbiv/s A 168,38 Kbit/'s @ 08/01/2020 19:20:00
Top FOMIIL = 10 -
FPIUF—z3y ®E 2E Ny Total /T I
HTTP 169.91 MB 27.57 MB 381 % 19748 MB
NetFlow 0 Bytes 99.57 MB 19.2 % 99.57 MB
UbuntuOME 243 MB 70.05 MB 14.0 % 7253 MB
SNMP 3499 MB 389 MB 139 % 71.9 MB
ICMP 40.73 MB 983.15 KB 81% 41.7 MB
ntop 507.47 KB 16.63 MB 33% 1713 MB
WhatsAppCall 0 Bytes 171 MB 33% 17.1 MB




ntopngl(&. SYN FloodI&Z &L\ 7z)L—J)LAPBlacklist—45 /X —
A=FALT/I\Tv h=EER. BRIRZ ULET,

[ i a-m JO- AR ASFIT-R  FAFL v B [ep2d) - S Q&% -
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Engaged Alerts Past Alerts Flow Alerts Disabled Alerts
Engaged Alerts s

10~ Typew Severity~

Date/Time Duration Severity Alert Type Drilldown Description Actions
00:23 Bl 00:23 = & Packet Drops {2571 —2 enp2s0 has too many dropped packets [> 0%] [ Retease |
00:23 Bl 0023 [ Ervox | £ Misconfigured App o 257 T—3 enp2sd has too many fiows. Please extend the --max-num-fiows/-X command line option [ Release |
00:17 il 0c:7 [ Ervox | 5 TCP SYN Scan 7RZ b ntopng s under SYN Scan [11337 > 30 SYN received] [ Disabe | Retease]
00T El 007 [ £rvor ) 0 Flows Fiood 7RZ b ntopng is under flow fiood attack [25275 > 50 fiows received] [ Disabie | Reteas |
00:17 Bl 007 [ Ervox | & TCP SYN Flood 7R I ntopng s under SYN flood attack [25274 > 50 SYN received] [ Release |
Showing 1 to 5 of 5 rows
ntopng Enterprise Edition v.3.2.200109 A p__ 760 kbitss 114251 +0000 | AZEHRFL: 02:43
R imin B ST rY .00 ) 2910 kbit/s [8.4 pos] A e e £ e -
SAESRIE 083STHBINLET Flow Alerts
Date/Time Duration Count Severity ' Alert Type l Drilldown Description
11:31:45 1 [ Exvor | 1 Blacklisted Flow Blacklisted 254 72 I [Z0—: 42,136.235.48 @ ¥ ntopng] [TCP] [P U4 —32-= 2 Unknown]
113145 1 [ Exvor | 1 Blackiisted Flow Blackiisted 75177 > b [0 —: 101.202.119.247 @ 5= ntopag] [TCP] [77 7147 — 2,3 2 Unknown]
11:31:45 1 [ Exvor | 1 Blackiisted Flow Blackiisted 5 77 2 b~ [ 70— 163,53.42.148 @ 3 ntopng] [TCP] [P — -3 2 Unknown]
11:31:45 1 [ Exvor | 1 Blackiisted Flow Blackiisted 751 7> b [ 70— 196.246.2.94 @82 ntopng] [TCP] [ —% 3 Unknowr]
113145 1 [ Exvor | 1 Blackiisted Flow Blackiisted 475 77 2 b~ [J0—: 128.85.155.53 @ 5= ntopng] [TCP] [ — <3 22 Unknown]
1131:45 1 [ Ervor | 1 Blackiisted Flow Blackiisted 475 7 2 b [ 70— 155,139.220.77 @ §=2 ntopng] [TCP] [P U4 — 23 2 Unknown]
11:31:45 1 [ Exvor | 1 Blackiisted Flow Blackiisted 4751 77> b [0 —: 42.175.243.139 @ 5= ntopng] [TCP] [77 7 U4 — 23~ Unknown]
113145 1 [ Exvor | 1 Blackiisted Flow Blackiisted 5 7 2 b [ 70— 14824811948 @ 72 ntopng] [TCP] [P F L4 — 23 s Unknown]
113145 1 [ Exvor | 1 Blackiisted Flow Blackiisted 751 72 I [Z0—; 199.244.62.116 @ ¥ ntopng] [TCP] [P U4 —3-3 2= Unknown]
113145 1 [ Exvor | 1 Blackiisted Flow Blackiisted 2751 77 2 b [0 —: 207.32.153.206 @ 7= ntopng] [TCP] [7 7 LI4r— 23 2z Unknown]
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@ Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the APreferences page an 1 express your preference. g X

Cat List i
ategory Lists Emerging Threats

10 ¥ Category ™

Name \ Status Category Update Frequency Last Update Num Hosts Actions
AdAway default blocklist (£ Advertisement Daily it
e Feodo Tracker Botnet C2 IP Blocklist @
Cisco Talos Intelligence [ Malware Daily 01:43:43 1332 [Ean}
Disconnect.me Simple Ad List Advertisement it
Emerging Threats [£ Malware Daily N OCOi n Fi |t)1e43i3:i Li St 1533 it |
Feodo Tracker Botnet C2 IP Blocklist £ Enabled Malware Daily 01:43:45 741 \
hpHests Ad and Tracking [ Advertisement vany [ it}
MalwareDomainList Hosts (£ Malware Daily Ranso are DO ain Blocklist it
NoCoin Filter List (£ Mining Daily 01:43:45 692 it
ntop Host Malware Meltdown [ Malware Daily [ ait )

\.

Last reload (at 04:20:14): loaded 692 domains, 3670 IP addresses, 97 JA3 signatures in < 1 sec.

SSLBL Botnet C2 IP Blacklist gN - B

ntopng Enterprise Edition v.3.9.200115 ap A_ 11.00 kbitfs 04:23:17 +0000 | Uptime: 03:09

User EEEFY Interface ) 4520 koiv's [14 ppe] ¥ TV 3410 kbit/s SSLBL w

License expires in 07:27




ntopngld. KX K, flows,IFNW,SNMP&EWD e AU &L
=— I\(Cuz\zﬁdbéxmh‘aiil’l"cmiﬁ“o BEBAINWDEERIRD
ZUWZES[CRATDICENTEET,

Showing 1 to 10 of 22 entries

Y | @ - A - Flows Hosts = Interface System ¥ m fens3} = Q - Q | Search 0 -
O Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the B Preferences page and express your preference. X
O User Scripts / Flows / Config Default
All (22) Enabled (19) Disab fl {9“
OWS Search:
Name "'p Enabled Action
’ Blacklisted Country ‘ Trigger an alert when hosts contact or are contacted by the spec... [ Edit | view |
Blacklisted Flow Trigger an alert when a blacklisted host or domain is detected m [ View ]
Data Exfiltration Trigger alerts when a possible data exfiltration activity is det... m
Device Application Not Trigger an alert when an u d... m [ view ]
Allowed S N M PW“
Elephant Flows Trigger an alert when a fle ared ... m
External Alert Receives flow alerts from e m =3
Flow Logger Logs new flows to console/file [ view |
Invalid DNS Query Name \ Description Enabled Action
Long Lived Interface Duplex Status Trigger an alert when an interface duplex status changes m
Change
Malicious Signature 9
- > Interface Errors Trigger an alert when an interface discard/error counters increa.. m

Interface Status Change Trigger an alert when the status of an interface changes

> 4
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@ Contribute to the project by sending encryptec, anonyrious telemetry dats to ntop.org: vistthe JPrlerences page and sxoress your preference.

IARTOD R~

1P FRLZ
CRUSIREY Y T m]

10101

1921651020
221008
92165914 o
4216551 3 o
4216651111
21683114
721655254

oo ]

1721659254

Showing 110 10 of 53 rews, dle 752, s nat listed,

Hopng Enerpioe Eiticn v35.200108
T

'nTop”

@ Contribute to the project by sending encryptad, ananymous telemstry datato

EP AR LRT-TIRECE S PR

WOk EE

JorL
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uDP

cmp

rtopng Enterprise Editian v:3.9.200108
1-+ IR A > - L
P

Loeation Jo-
E=TTET u
OE=YET 4

B e T ERE .

Ub—5—fAccasspoint) MAC 7 FLZ.
SNMP Location

P TELZ

os

E]

First/ Last Soen

B RE RSO T4

bSO IR B

#E i
418 MB
24T20KE

25155 KB

TR0 s (224 ]

Total Bytes sent &

27,83 M8 mopng

105 uB

54

1c1ap

¥ visit the APreferences page and express your preference.

s @
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Al LS

- (enpast) - @&- A- oo- “ A BATL T
@ Conirizute o the praject ny sending sneryplad anoyingus belemelry Seta ta niaparg: visit the BFrefrences pege ens express your preference
hAF1R21EN B G W FodeeT (= Dh5 TLS i sie M lm B O
LR
Seen since BN T nFTU
Tday o0 NN
110 oB20 e FIUS-Sav
o o o EEE
R
U
FAUF-za DS TS
Pegatron 04181 [ TCO507-CO4181 ]
Imertaze 10747 (RO [ 192.166:31.11
19216891128 0 [ 192.180.91 0,24 )
B i
Us—2az
EEEEY e T T - Rt il i 26
08/01/2020 10:47:30 [ day, 39:36 ago] oK) Coabiil ootk
amnarand o0 SITRR BEMT
TB6119 Phts £ 7201 B = oo ol o wakn o2 ke
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W 28.00 kbit/s EBE 1+ S NE Y . ] Rdnmases +

TORLILEFLEFEY. AR

sDJO—IL 05— EDRUIILIT 4
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@ Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the JiPreferences page and express your preference.

Devices

ac Address Manufacturer Device Type Name

AA:SD:D3:8B:93 Cisco Systems, Inc Router/Switch ';' E4:AA:5D:D3:8B:93
9C:B8:54:07:D9:F1 Hewlett Packard Compulerg 9C:B6:54:07:D%F1
88:57:EE:B7:28:B3 Buffalo.Inc Computer g 88:57:EE:B7:28:83
80:C1:6E:78:A0:C2 Hewlett Packard Compulerm B0:C1:6E:78:A0:C2
7C:05:07:C9:41:B1 Pegatron Corporation Computer CJ ntopng
ACE6:T6:2E:E4:70 Buffalo.lnc Computer I;I AC:E6:76:2E:E4:70
2C:76:8A:54:10:70 Hewlett Packard Computer g 2C:76:8A:54:10:70
10:1F:74:2F:8B:BC Hewlett Packard Compulerg 10:1F:74:2F:88:BC
0C:C4:TA:B1:DT:AA Super Micro Computer. Inc. Unknown WORKGROUP
0C:C4TAASSEEE Super Micro Computer, Inc. Compulerg 0C:C4:7AAS:SE:EE

owing 1to 10 of 19 rows. Idle devices not listed.

ntopng Enterprise Edition v.3.9.200113

User EELE) Interface EIEED

License expires in 04:38

TAT0 kbit/s [33.8 pps]

Flows

Hosts

1

1

1

1

1

1

1

0

1

1
T A 32.90 kbit/s

+ W 41.80 kbit/s

Interface

ARP

80

90

System ¥ o - {enp2s0} =

@ - Q | search

10 ¥  Filter MacsT ~

Seen Since Breakdown

6 days, 02:28:09
6 days, 02:28:08
6 days, 02:24:10

6 days, 02:27:40

6 days, 02:28:02

6 days, 02:28:09 L Rod

6 days, 02:28:06
6 days, 02:27:17
6 days, 32:30

6 days, 02:22:03

13:15:52 +0900 | Uptime: 05:38

(24 2126 2] 21 Devices | 201 Fows)

Revd

Manufacturer ¥
Throughput
13.6 kbit/s
0 bit/s
0 bit/s
0 bit/s
29.85 kbit/s
0 bit/s
163.14 bit/s
0 bit/s
0 bit/s

163.14 bit/s

Device Type ~
Traffic
530.08 MB
13.87 MB
1.26 MB
183 MB
3.25GB
163 MB
3242 MB
791.59 KB
111 M8

24,07 MB

SN PN
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ntopng EnterpriseiR(C(ZSNMPES

TR T D ENMTEFET,

RELEEN S DFTER— ~ oD

ll“_ ® l A - Flows Hosts ~ Interface System ~ ¢ - {enp2s0} ~ 9 e Q  Ssearch
@ Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the JAPreferences page and express your preference.
SNMP Device: FG100C3G12600105 A+ Interfaces Topology % &F
Interfaces
1o
Index Interface Name Alias VLAN Speed Status Duplex Status MACs  Device Type IP Address In Bytes Out Bytes. In Discards In Errors Throughput
[ info ] 6 wan2 100 Mbit Up Full-Duplex 1.05GB 390.83 MB 1.86 kbit/s
[ info ] 1 wan1 100 Mbit Up Full-Duplex 3.2GB 1.08 GB 1.52 Mbit/s
[ info ] 16 switch2 100 Mbit Up Unknown 594.77 MB 2.59 GB 123.21 bit/s
[ info ] 15 switch1 100 Mbit Up Unknown 2.72GB 3.0GB 1.51 Mbit/s
(info ] 3 sslroot Up Unknown
[ info ] 4 s3l.fgateef Up Unknown
[ info ] 5 EHELH] Up Unknown
[lnfo } 14 ports 10 Mbit Down Unknown
[ info | 13 port7 100 Mbit Up Full-Duplex 325.17 MB 3.57 MB 137.12 bit/s
[ info ] 12 porté 10 Mbit Down Unknown 392.1 MB 2.8 GB
Showing 1 to 10 of 16 rows K
NOTES:
» Periodic SNMP walks are performed to update interfaces at regular 5-minute intervals.
* The throughput accounts for the total traffic (in + out) over the two most recent consecutive SNMP walks.
* The two most recent consecutive SNMP walks were perfrormed at 14/01/2020 13:15:32 and 14/01/2020 13:05:05.
ntopng Enterprise Edition v.3.9.200113 + | 202.30 kbit/s 13:18:24 +0900 | Uptime: 08110
272,80 kbiv/s [95.2 pps]

User Interface ETEED

N TV 70,50 kbit/s

(24 0] 22 2 22 Devices] 24 Fows]
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X

Errors Filter ¥

t Change




ntopng EnterpriselfR(ZUDP2055THE# D)L —5 —h5ZeroMQ/NetFlowZ3{E Uz
BETHEA2A—TIT A ADEEKEICKI DT, S TJavDZREITEEFI ., VLAN
ID/Probe IP/Interface/Ingress Interface/Ingress VRF IDMDSERTETE I, Atk
BEICKD T, FIRIEA =T T4 AT EDIRENRIFZERR LT S T4 v O%ZE DT
HIDCENTEET ., XAMEE(ZZeroMQIRIETOFIAEIRDET,

M| bopy2TILEESE ¢

Ingerfase Spaad {Mbitisl

Renltime Sexls Refresh Rate (see)

Lesal Braadast Bamain Hosts Identitier @

Hide fromm Top Mebwarks

Create Interface Timasaries
Cresta Gne-Way Traffic Hosts Timeseries
Creste interface Top Talioers
FleweOnly Imterface [requires restard)
Digcard Probing Tratfic

Dynamiz Tratfic Disaggregation

Duplicate Disaggregated Traffic

.........

Q. | zaarc F A
Lo/ ET.0 15556
T
IF Addriss
eg TOR1EEL LIUZI68,100:0/24
o
Mone
WLAN i
Frabe I® - - - - " . -
Inkerk ectad, nhopig il g the criberion vl ue 10 dert incomming trfSc to dynavecaliy-creaiad nnatacss, For eanpie, when the WLAM Id
erimes g traffe woll Ea divarted {2 2re dyrurmic inteclecs Sapancing fra VLAY d aiue
Ingres Inberfzce e DAL This aifbar Japgragation ety e oly supported for TV flews arad el bt inabiedtive bor phpsicyl inferdoes
Ingress WRF 14 Tratiz Dnsggeegatio= (3t i tn Tone] through the Cuntom Traffic Dasgoregaton b

& Driteron chonges wd | raot aflat admiag inertaces A restant of sbapng is required tor the (g & fo hawe oot
IF iz tha rrcha tamplate.
® leterface’ disagpregaton criterkon s sy Mo 00 beed dynamic intertaoes The vabse of BINPUT_SHWPIS iged 10 selat the St dyran interfacs, wheress the value of SOLTPUT_SHIM® B used 1o select the sscond,

HETES

# By emabding thiz opiion, aff dinscted 10 dynaene: o Quston sut-intertaos i5 591 shown in the ey medace

& THE-20 - ntmzang 0 0ETSR -0 | Lptree: TEDF




ntopng Enterprisehik(ZUDP2055T#ZD)L—5 —H5ZeroMQ/NetFlowZz3Z{E L T
BEAA—TIT A ADFREEICK DT, bS T4V IDEINTEET ., ZeroMQIRIET
(FIR<. BIL—F—H5SNetFlowZzZMEU TCWVWBRIBTEHRIAL NS T4 v IO HRZE
FIFAUTRIENRIFZIERR T D ENTEEFT . NetFlowT -+ —)L RZFIFH L TnBPF
IA—XYBNCSTavIITAISZEEL THRIEBIFZER T D ZENTEET,

LYR=TAEr AN RE R g Y/ ] 2 5 ] 3 Devices [ 91 Fiows

Q | search a
@ Contribute to the project by sending encrypted, anonymous telemetry data to ntop.org: visit the Preferences page and express your preference.
Interface: tcp://127.0.0.1:5556 @A+ Packets Applications ICMP ARP | & A B 3 F P & §
Custom Traffic Disaggregation
0+
Sub-Interface Name Traffic Filter (Extended nBPF Format) Edit
891f INPUT_SNMP 1 or OUTPUT_SNMP 1 and net 192.168.99.0/24
howing 1 to 1 of 1 rows

NOTES:

= ntopng can use BPF-like filters to disaggregate incoming traffic, diverting it to lagical sub-interfaces. The same traffic can be diverted to multiple interfaces in ca
+ Criterion changes will not affect exi

se of overlapping in the filters.
dsting interfaces. A restart of ntopng s required for the change to have effect

ition v.3.9.200213 | O

© 10:34:42 ~0900 | Uptime: 24:56




ntopngld. n2disk* EEEUE NS T v OL -5 >IN AJEET Y, n2disk(EhF
RNFT—F 7TV IREUVUTRELUE I D TntopngDWEB GUINS1ETE U T &iH

MDpcap 71 I)LZZE T D ENTJEET T,

0 5 € 53 EEES )

@ ntoporgNBSELIET—4ERELTIOT I MCER BEEFTL A NUF—SEEALET. AFEA

[E&EH 2 5%

1287z ens3lfl A FrbD-T Jiowh FOUS—a ove ARe e & A B F P

@pcapHUg LTz ks

#TR/MA:
18/03/2020 13:52:40

B R /FA:
18/03/2020 13:47:40 [ ]

€ > o+ -

TYrY ¥ Ty’ v 'yINY v Yirum®
13:49:10 13:49:40 13:50:10 13:50:40

&it:526 M8 95 ) T—1t72 b4-1)L1: 266.83 Kbit/s T 1476 Kbit/s

TopZORIIL ~

FIUs—azw atilr b N—eoF—v
TS 1.95 MB
NetFlow 1.01 MB
SNMP 664.73 KB
Unknown 1526 KB
ICMP 141.16 KB

*n2disk(ZBIS A RAMmFTLBEDTT

ST vT @5SmA

13:51:10

@IEE GEMA ® RSl cur vs past (588)

@97>D—Hﬁ9
UL

®sma

0T Ot

L K=" L
hd i Ly
13:51:40 13:52:10 13:52:40

B 1.57 Mbit/s @ 18/03/2020 13:50:12

481 %
248%

16.0 %

34%




pcapZzS > O0— RIBRIC, BFRIERIEELITITIFRNBPFICKD T 1 ILFEREN
AJRECY, Ffe, 2aTdEUTEEW\WOITSTI> RTpcap T 7 1)L ZER. BH

5T3JEmcy o> 0O0—

RIDTLEEREETT,

pcapEIHET D x

RS T W% 14:12:10 55 141T10E T CHREFRTT.
BERENEF v — gy —)LT100% 2 )L TR — REn
TWRWRZ I v IERTLET. COBHEIFLEDS
Z2{ DRI Ty IRRRENZTREN G DET

-1 JLF— (nBPF Format) [

ST O TELTFa -

1)

S

@ T 1 )LIEE
LA L LY - [9) FLo 000, L1 and
192.168.1.2
o FRAFDSRIOARR D ST w47 ip src 192.168.1.1
and dst 192.168.1.2

F

B Tz A FURTS vk TTUTSEy v A e @ A BB L B

QEE WE 3T

NSO vomtad

T3Jiov  TITHERER Fr—b  RE  REE/EE HTA/MmA T4 LT — (nBPF Format) zad I~

18/03/2020 14:01:46 laa

® o dw Jp Ve

5T 18/03/2020 13:50:20 18/03/2020 13:55:20 36,720 Pkts 15.99 MB

>>>>>

fl 1fTo1~ 1 ERRLUTVET.

EE
o A—HRY PRY IO TEE/ Y M2/ o FOA—) (A B [TUT ST, I — A0S CRC, FOIEHFEFT. TOLIBA—)/ A R
A VOL@BNENERA. O, A2FTI—RAFv—bLR-PENBZEDE, TOR-STRRENZEDR) f FENRBBBEN S0,

ig 3¢ B
it He

¥=) 1, 5, 10/40 Gbit(CxM T BI(CIE,

ENENn2diskiZRRBJI3SA O ABREBERDET,
n2disk for ntopng [Linux](1 Gbit)

n2disk 5 Gbit [Linux]

n2disk 10/40G [Linux]

®pcapz
>~O—R

XFIz. 1Gbit EDIZEPF_RING ZCOFIAMNBETT,
55y NO—PIF]> bO—-5—HBREETNFEIDT.
CEARCHIBENEHOELSIES L.
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