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[2—HF—=T1WB)71RAYTE I RRDFERBIZ, D954 FE/N—2ar ORI —H
BENTVSHEMEEShELT=,

2.25 Ekran System v. 7.4 EHRICFEBERLR—LOS H0O—FFT]

Ekran System v. 7.4(EJLR: 7.4.68)I2/\—23 7y T LIzRICRIVFTFHUMNE—REFERT
5. FHTERSINI-LIR—bES DU O—RTERVBEIMEEShELT=,

Ekran v.7.5 Y)—X/—k
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2.2.6  Active Directory A—H—DL—IL Y EHEIR—Ir—IZIERT

Active Directory A—H—0DHEDS —R T, (A—H =0 —ILyMIBELGHERZF->TL
BIZEDDH5T) —ILYRDER I A — I r—ICRRINGLDEENMEESNELT,

2.2.7 Windows 9347 bty 3 T—EARTOEE

[yl ar LAY —]R—J T, —ED Windows V547 Dty arT—E2%5RTT HED
SEIFELRMBAEBIEShELT,

3 v.7.4.3 (Build: 7.4.102)

3.1 REEDELVNJTEIE

3.1.1 Y RFLIN—TarFPyTH(Z Windows 9S54 T URREHF/NA—2avIcEE
BEAT

DRTFLN—23vTyTRIIHOTATUMISA Ty ar g S, Windows 25472k
NEFIN—2aVICEFMICEHF INEWNGELHABBEMNEESNFELT,

4 v.7.4.2 (Build: 7.4.78)

41 SESHh-ME

4.1.1 Ubuntuv.22.04 £® AD A—H—®DYE—hk SSH v aL%iREARa

Linux 2954 7>k, Ubuntuv. 22.04 £® AD 1—H—®MOYE—k SSH v avxitszLi
WEIEMNEBEShELT,

4.1.2  Ekran System v. 7.1.2 B#HER®D Linux 2547 ERLA¥21—F—F

Ekran System v. 7.1.2(EJLR 7.1.1170) [CEHLI=&. HFEDT—XT—ED Linux 7547~
FILRF2—F—FIZRSMENMEESNFELT,

5 v.7.4 (Build: 7.4.68)

5.1 SaaS/A\—3v

#HLLvSaaS VU7 ILF—2A4 T (Windows 9547 rDERA) KA 1=. Ekran T 7O/ D
Software-as-a-Service 759 KR—ZXY) 12— 30N FBRTEEIZIEYELT -,

Ekran v.7.5 Y)—X/—k
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CONFIGURATION

TICKETING SYSTEM INTEGRATION LDAP TARGETS DATE & TIME FORMAT S50 INTEGRATION

SERIAL KEYS

UPDATE KEY STATE

Update & support period end date: 11/08/2024
Infrastructure Server Client licenses granted: 30 of 30
Terminal Server Client licenses granted: 30 of 30
Workstation Client licenses granted: 30 of 30
Enterprise serial key: Activated

Unique identifier: B39E8I

KEY % ACTIVATION DATE S TYPE % STATE # DETAILS %

Expires: 11/08/2024

- ) waorkstation Licenses: 30
145c8054-8210 11/08/2023 5aas | Enterprise | Activated
Infrastructure Server Licenses: 30

Terminal Server Licenses: 30

ADMIN LOG OFF

SERIAL KEY MANAGEMENT EMAIL SEMNDING SETTINGS SYSTEM SETTINGS CUSTOMIZATION SIEM INTEGRATION

5.2

MBI DLNTIE. Web YAk

(https:/iwww.ekransystem.com/en/product/saas-deployment) . XUV ZDFLv
UAR—ZMNI Getting Started with a SaaS Deployment |/ R (FEX)EZSBL TS

LY,

F —EBOBEEFIRE SaaS N—2avTRYR—FENTELT . ZDFLYDR—ZD

ORI . ... 15

PrisRe

52.1 L—HOLybrDOY)—E1—T4ILE—#EEDIBMN

D—ILyhDEBEFEANKYEFIZEDKIIZ, O—ILybDY)—E1—T+ LT —1EEHN
Eﬂuéhibf:o

Ekran v.7.5 YYy—R/—p
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https://www.ekransystem.com/en/product/saas-deployment
https://documentation.ekransystem.com/view/getting-started-with-a-saas-deployment

PASSWORD MANAGEMENT localhost  Built

o [nn secrets / Regular Secrets / WIN secrets
a8
B All secrets SECRETS PERMISSIONS
A
- v (@ Regular Secrets
o v @ SSH secrets @ 2 b le for PA u i f
& TE: To sha s with Inter &3, enable e e ¢ he Manageme
b O Tein:
| o ret ’ i i Rotat atus: All ! Q Add
Adam’s lolde
= PLAY 6 SECRET NAME SECRET TYPE ADDED BY DESCI PERMISSIONS
] i WIN account secr  Windows acc admi Inherited
(]
] M Windows acc admi Custom
1] er Active Directo. admin Inherited

0) Ekran System Connection Manager

SSH Ubuntu 20.04 Unix account (SSH)

B8 Al secrets _ )
SERAEC T SSH Rhel Maipo - telnet Unix account (Telnet) Requires Checkout
v B Regular Secrets Lo
AD user £8 Active Directory account Checked out ©
v B SSH secrets
a AD user - 01 &5 Active Directory account
[ Telnet secrets

My office PC &8 Windows acc
3 WIN secrets y office P & Windows account

[ Adam's folder Management Tool Web account

Requires Approval. Requires

Admin Web account .
Checkout

Refresh

52.2 A—Y—F7AYCMOFEFHTOOVHIEOYIER

EEY—ILDA—HF—TFHOUME, A ——EEOEEERZH DI —F—HV\DTH
EHTOVY (BEUOVIRKR) TEEESTHYELE (Ovs (@) 743> DY v TR

8.

Ekran v.7.5 Y)—X/—k
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USER MANAGEMENT

Q, Search... ADD USER GROUP ADD USER
~ ALL USERS: o
LOGIN = FIRST NAME LAST NAME DESCRIPTION STATUS
2 admin Administrator Auto-generated a... Active i
2 davidlee David Lee Active A
2 userl John Doe Supervisor Active s B
2 user2 Mark Brighton PAM user Locked A
~ ADMINISTRATORS: Users with all permissions =3
LOGIN ~ FIRST NAME LAST NAME DESCRIPTION STATUS
£ admin Administrator Auta-generated a... Active 2
2 davidlee David Lee Active g &
~ SUPERVISORS: Users who can view the monitoring results of all Clients o
LOGIN = FIRST NAME LAST NAME DESCRIPTION STATUS
523 EBY—ILI—F—-O_ERDEE

EEY—ILA—Y—FZERTEEFATESRIITRYZFL

EDITING USER (USER3)

- USER TYPE

Login
Ligers

Passward

Confirm passward

USER DETAILS

Internal User Properties

nassward are required,

LT T T T TR T

USER GROUPS

ADMIMISTRATIVE PERMISSIONS

Defime the user credentials ard additional infarmation about the user. The lagin and

B tnable two-factor authentication on login

RESET 2FA

o
First name

Frad

Ekran v.7.5 YYy—R/—p
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52.4 admin A—H¥—DT 74T AL BDAA—ILRDE R

Ekran @ admin A—HY—®OFI74I)LbOOT AV &%, TIVr—30H—N\—DAV A —)L
RIZERETESLSI1HYZELT=,

#) Ekran System T.4.40.0 Setup by

Administrator credentials
Define cedentials for the administrator user, ’)

Credentials

Login: | 2dmin ]

Password:

Confirm password:

<Back [ MNet> [ | cance

5.3 Ekran System Data Gonnector v.1.5

“ERBIAANDOVONDEREZED | SESFLBELHENESNI=FHLLVN—DaY 15
MFIARTREIZAEY ELT=,

;¥ :Ekran System Data Connector (&, Ekran System APl ZtLCEE®D IT SR TLZEHE
T 5=HIZFEHAEINS Ekran System DRAZUR 7OV aAVR—R AT,

6 v.7.3.2 (Build:7.3.35)
6.1 HikAe

6.1.1 Venn ZFI)SUoFv—LDHE

Ekran [& Venn 7 7S Fv—L#EaEN. Venn T—HRAR—IXTRMNIE=T7 TUr—30T
DHA—Y =T IT4ETAEERTESLLSITHYEL,

Ekran v.7.5 Y)—X/—k
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ACTVI.. ¥ ACTIVITY TITLE Y P Y U.Y T WA ALY

@ 09/082023 ) winiRegularPC & waniiregularpeluser | BLOCK USER 2 | a BACX TO SYNCED MODE

coge Cherrme checere e

#) Ekran

Full Cycle Insider Risk
Management

Monitor emider actwity | Contrsl scoess | Respend
o midents

6.1.2  Solaris x86_64 (Intel) 11.4 4S54 TP bDHHR—F

Solaris x86_64 (Intel) 11.4 547 rDERMYR—rEN D EIITHEYELIZ(SPRAC &lF
MDOZAT UL TELTLURM—=ILENET),

> Monitoring Results

@
B Forensic Export History
B Reports Select the operating systermn on which Clients will be installed:
I= Interactive Monitoring Solaris o
©  Health Monitori Windows
nitori )
ealt onitoring Linux
mac0S

Solaris

SOLARIS X64 CLIENT INSTALLATION (. TAR.GZ)

O Password Management

| @ Client Management

&k Tenant Management

6.2 HER
6.2.1  Ekran aAviR—R DNy ER))—R\Tr—DTO A

Ekran AV R—RUbD/Ny 2 {BEA))—R /04— @D Hash_values.txt 774 JLAIZEEEHS
nadE3I1243YFEL,

Ekran v.7.5 YYy—R/—p
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6.3 SEShI-fE

6.3.1 tyiarv—HEHLAR—tOBFERX
tyiar—ELR—tDOBFEANELLGVBEBEMNMEESELT,

6.3.2 VPNERBICFIVr—arvd—N\—HIREOISATINSIATRAT—E2R
VPN EREFICT T —avy—n—hoilishtzk, 95147 UMSATRAT—ERTE
RENnLHEEMEESNFELT -,

7 v.7.3 (Build: 7.3.26)

7.1 Hrigie

711 I=IWTFUAA—TCE—FTOIFATUN L—TF O BB

T—ILT oA A—CE—RRNEHDBE . (FTUr—avH—N—arEa1—2—TDHRER)
DSAT NI IL—THAEFRETEDLSIZHY . FILWA A= DT TOARIZHSAT D
EEDISATURN L—TIZEHMNIZEBINENET,

7.1.2  Windows 7—9RXF7F—2a>vS54tE R TOOvo T —nN—FE—FOFHIE

Windows TAIMYT OS DT —IRT—230 54tV REHEDISATUMIHLTHE—3FIL
H—N—FA e RERLAET) . O TH—NN—F—FRZEMTEEESITHYFELT,

Ekran v.7.5 Y)—X/—k
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7.2 HER

721 Ay aR—KRTFHSOOHRE

Ul BREIN., B aR—FDTHAUDFHLLGYEL By aR—RIX[HR—LIR—DE
[ NLREZAYDGIR=DIZHYET ),

Attention: Mot all Chents are b

ensed
16/331 o
- 3.67% 12.19%
1. CFine l 116.79 GB used I 1135.51 GB used
32 - D ected .
] - L

722 TFT—hATTFT—ER—XBED=-HD UX DHE

RERMRDT —HATENI=T—IN—REEET 210D UXHBHREBESNEL =, BHDOT—H
ATT—ER—REBMLTTOTFANVIZRFTESLSIZRY, (FAVTEIVIRLT) T4
N—REBBITYBRDIENTEFTT,

Ekran v.7.5 YYy—R/—p
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MONITORING RESULTS localhost Built-in default tenant €53

CLIENT SESSIONS ALERTS ARCHIVED SESSI0MNS FILE MONITORING

Select archived database to be investigated:

MAMNAGE ARCHIVED DATABASE PROFILES

Archive-Database :Kup-winlocsr\-'.ekran-3.app]

Archive-Database (Kop-winlocsry.ekran-3.app)
Second-Database (Kop-winlocsrv.ekran-3.app)
arch2 (Kop-winlocsrv.ekran-3.app)

COLUMNS DISPLAY + | Q Search..

PLAY ALERTS ¥ USER NAME % CLIENT NA.. ¥ START ¥ FIMISH % DURATION % IPV4 %
L= ubuntu & ubuntu-20 344 pm 08-May 4:07 pm 22min 47sec 192.1...
[ ubuntu A ubuntu-20 2:52 pm 08-May 3:00 prm amin 49sec 192.1..
[= ubuntu D ubuntu-20 2:38 pm 08-May 251 pm 13min 21sec 192.1..
> ubuntu & ubuntu-20 4:22 pm D2-May 182.1..
[ Administrator{ekr... SENODEZ 249 pm 20-4pr 50 pm 475ec 10.10..
[= Administrator B MODEZ 342 pm 20-Apr 345 pm amin 45sec 10.10...

723 &mEY—JL Ul OBXREOHE

AAREO—DSM1E—LavhEHFESnFEL .

localhost Ea o > @F 7 DEVDAVID.LEE

DE

TR

EL
YE=Frk2 & Flids - =T HARR _
AMDY-PC 1:38 AM ®7q 13m 44z Lia
LSEF-A 11:30 AM L B 24m 32s
WEMNDES-LAPTOR 11229 AM 1729 AM 26z
AMDY-LAPTOR 12:00 AM 1:15 am 1h 14m s
users-MacBook-A 05 Jul 10:42 PM 05 Jul 11:2E PM Abm 26s

7.3 SEShI-ME
731 MSSQL T—AR—RTDIAT v arDIEFNF#EY]

MS SQL T—HR—RZEFERT L. F1T v avh ([ TIFT) ELWEFTHEREZ SN
BOEEMEEShELT=,

Ekran v.7.5 YYy—R/—p
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7.3.2  LinuXx 93470774 VBB IANT T ORAFRIDESE

AV RARN=ILINY T —O S Linux 9547 bDI7AIIVERE T HE. THILE—DT7 O REEF
ANERINSBEIMEESNELT -,

7.3.3 PostgreSQL THEDBZBADFZBEDIZATULIA4 U REIYHTHRA

TI)r—arY—N\—h AR h—JLEN TS Windows Server OS Y2 (PostgreSQL
T—AR—XZFHEALTLSHE) T FEDRZIEXDIHE (MEEENRE) . V514F7 M
T4V REE|Y) HTHIEN TSRV EEIMEIEESNFELT,

734 BET—ATOEBRY—ILT7IEAFRT

D)= A RAM—IVERIF VAT LDON—230 7T E2ECHREDS—X T, BEY—)LIZT
YA TELRVEENMEESNELT=,

7.35 ini ZPAILNTOYE—F VR RIZZ ) r—a Y —nN—nNoFvia

ini Z7AIIVEFERALT= Windows 9547 E—r VA= LBRIZ BEDST—ATT T
F—avY—N—5005v a3 HREINMEESNELT -,

7.3.6 X Window System ZF) s —av OERPIZT ORIV DREDEHF

IJE—k SSH v 3> TRMNT= X Window System 74— 3> DESRAZ, —E DT
APV ohEREEING VO EEMEESNEL,

8 v.7.2 (Build: 7.2.104)

8.1 ¥ikAe

8.1.1 macOS 9347 rDF—AA—/0J DRE

macOS 547 bDF—AO—o05 M, BHET X —XO—I75—hEEDLICRESNFE
L7=.

Ekran v.7.5 Y)—X/—k
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— CLIEMT SETTINGS CLIENT GROUPS FERMISSIONS ASEIGHED ALERTS

Charige Liwe Seitings Tyge Lo Cuztom o edil Ure Clienl

Proparties User Aclivily Recording Monitering [Windows/maios)] m

Moenitoring Parameters

B Erable keystroke logeing

8.1.2 macOS 454 F7havEa—43—n44 LYV —> (UTC) DERT

macOS 7547 havEa—42—DAA LY —2 (UTC) A, [Monitoring Results] ([tvi 3>
TLANY—1)R=CD[E2A LY —215] (Windows B KU Linux 9547 bDEA LY —2 120
AOITRIRINDKSITHYELT,

*
rs
i+
4t
s
t
e
s
t
s
at
s
s
t
%
s
s
at
t
&

8.1.3 Windows 93547 rDI7ANTyTO—FREOBREXNETT)r— 3>

Windows 9547 ETO7AINT YT O—RigEERHTERZ 7TV r—3>(2 Viber BLEU
Telegram AyE—2 25771 EXKU MS Edge TZ ¥ —huBMESNELT=,

Ekran v.7.5 YJYy—R/—k
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8.2 WHER
8.2.1 macOS 9347 aAVEL—E—DFISA X vy a L XDHEE

macOS 9547 haAVE1a—3—DAITSAoF vy a YA XEEEHY—)LTEETESHLD
[272YZFELT= (Windows & Linux 7547 DSBS ERIBDFE) .

Ekran v.7.5 YYy—R/—p
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EDITING C C-MIMLLOCAL)

k3 CLIEMT 32TTIMGS: CLIENT GROUPS FERRISZIONS ARSIGHNED ALERTS

Chanpe the Settings Type to Custom 1o edit the Client

rpaerties Lser activity Becording [EEABGTGHLEANVIRTE R AN Foysmroke KMonftaring

Monitoring Paramatars
Fnabke cliphoard manitoring

Enable file monstaring

P2 bk 1 g et st e earClS L Rk pure g e % 1o fagiea
Detect systen [DLE events
Register |DLE event when user is insdtive

Toreaul [rivin)

1%

URL Manitaring
Fnable LRL manitaring

Montter top ard second-level domaln names anly fe.g, exarn phe,com)

dAdvancad Options
Offline rachie size (WA

FIMIZH

8.22 FWIZEHEBIEhT- Windows yiar& macOS vyl avOEEYY
ERIZEEEHINT- Windows tviaré& macOS vl aviifBEIZU &N, Eyiar T
LAY —DHFHLWL(RID Y avErDtyiar)REr w9y H5ZET(Linux SSHEYI 3
VEBATHEEL. AEOAET) BEICUYEZDZIENTEET,

Ekran v.7.5 YYy—R/—p
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s e A ! o WACK TO FILTERED MODE
1 A 1) \( " v T MXIOATA ¥ ALZRTUS v
X Full Cyclo Insider Risk
z Management
by [P S P ———
Monoge ineiow: risks Moat cmplionce roqubements
#3154 M "34%
J z Next
Previous Session
Session ] ]

8.23 HVyTR—KFTF—ERI_LEER

[ty avTLAY—IR—DD[tyviar—E14TDBREA T avIZHLLWF v IRYIZIMN
BN, AT arTH )T R—RTF—RIZL DR EMNTTREICARYELT=,

CLIEMT SESSIOMS wr ALERTS ARCHIVED SESSIONS FILE MOMITORING
I Whin: All l Where: A When: Al ” Mare Criteriz + COLUMNS DISPLAY + l ITH[ Q I E
Total number of sessions: 17637 Browse kewvwords
PLAY ALERTS USER NAME CLIENT NAME REMO... START ¥ FINISH Searchinfirst | 100
SEAMCN N oURpUE (Linug)
[ ekran-win-admini, &= ekran-win-2 HOMCHA... 03 Jun 2:22 PN 05 Jun 2:30 FM search keystrokes data
[ ekran-win-Fadmini == ckran-win-3 HOMNCHA 03 Jun 1:57 PN osjunzzz P | Search dipboard data
(=3 deviandy ANCY-PC 03 Jun 10:48 AM 05 Jun 10:33 AM Arm 455
(=] destandy ANDY-PC % Jun 12:00 AR 05 Jun 1218 AM 18m 145
[ devtandy ANDY-PC Gt Jun 220 AM 0d Jur 17:06 FM 13h A6m 10s

824 AR—UMBEON\NITH+—IAEBLIHEA— 08N

EFEINTZLR—8(2D) V54T UNERE., tyiar LAY — 7)) r—3>(47) . SSO
B (8D) . A—Y—T IR ABZT) . TI3—MED) VAT IL—T DRELZE N, R—
CHIEBREBTALEDNTA—TUARBIEFIGR—DICEMENELZGEEOR LXK,
Create React App stack ~DIITIZLKEEDTT),

825 YT R—FERT—SDESL

D)y TR—FERIRIET, BBESN =T DT —AR—RANTHEBILEN D LIITHYFELT,

Ekran v.7.5 YYy—R/—p
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8.2.6 Lik—hrEFBHLAIOIRR—FD Amazon S3 ANL—UADRTE

EpEhizLR—rERBHELATIRR—rOT A&, (BEX YT F v/ \(F)ERBRD A E
T)Amazon S3 ARL—VITREFTES LY FELT,

8.2.7 OCR 3473YavkR—rDOEH

Ekran TEAEN% OCR SA47Z)IavR—R UM EFHINELT =,

8.2.8  Ekran System API Bridge @A voDHRE

Ekran System API Bridge DRI YIIZIEIFHERENMALNELI,

8.29 IFATUNDBREIFAT NI N—TDRER—T8T a0 DEEE

(D5AT U rDIREIR—CE[ITATUNT IL—TDREIR—SET DRI aVIT. —ElE
BOE=OIZEBIEINFELE (LFIE—EDE2TDO—H DI a3 NELBIEF TRIRESNT
LN =1=8),

8.2.10 T—AR—REEDFRE(L

T—AR—EENRBEILSNELIz, Ekran 2/\—230 7y Lz, 7TV —ayd—n
—hEHTHETCITT—EABITTO RN FBINDZEITEFEL TSN, BITIZN\VIT
SHOURTITHNSG=O. BT ETICHRANNY ., #ETHDOVRATLDINITA—T D RIZFE
52 5TREMNHYET  Ekran DN—23 7y T ICBET AHRBRIEIL. D RATLOEH (F
TYPVARERRN TSI TAR) IN=V(EITERBEINTLET,

9 v.7.1.2 (Build: 7.1.1170)
9.1 ¥isae
9.1.1 EELYIav—EBLR—IATDEM

HLWEE Y 3y —EBLR— AT EMENFEL, ChIZF, EOBEY—/ILA—H—
MNEDEYLIVERTLENMIBETRERENEENET,

Ekran v.7.5 Y)—X/—k
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https://documentation.ekransystem.com/view/updating-the-system-checklist-best-practice

REPORT GEMNERATOR

SCHERQULEDR REPOATS

Report Type

Audic Sesslon Heport w

Actiity Uhart Regart

Actwity Fie Chart Agport
ALUwily Sumrmary Grid Reporl
Alert Grid Report

Carfd Hepant

L I|'| o
Letalled Activity Gric Rzport

File Mordtaring Crid Report
Kermnel-Lewel USE Grid Repart
Keystroke Grid Report
Linus/Edindow Grid Reparr
Overtime Work Grid depert
Segsion Grid Report
Sessions Outside of Work Hours Grid Report
Termnal Server Grid Report
LIRL Chart Reprrt

LURL Py Chart Report

UEL Surmmary Grid Report
LS8 Sterage Grid Regart

Lser Duhavior foalyliis Grid Report

GENERATED REFORETS

Hours  w

= and

Trdy.i vkl =

GEMERATE REPORT

9.1.2

EHY—)LOEEQY O PDF I7AIILITHRAR—k

PDF 274 JLIZTHORR—bTEDESITHYFELT =,

TIME =

CATEGORY &

ACTION & OBIECT & DETAILS

527 VS0 1 1)

9.1.3

EEY—I)L Ul TOIIS5A4FTEDOHHA

LW IS4 FEBO—HD5ME—2a 0 ARIATESLIITEYFELT =,

Ekran

v.7.5 YY—R/—Fh
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localhost - BSygopanwi Tenant 3a samooqgyoaniem 8

BECTAHOBMTIA KNI -y
&
” OICTaHHA AXTHERICTR: Brl Q, Nousye.. KD
£H
DE
TRYTIA KNIEWTIB HANAWTYBAHHA.., * P4 Qnue CEAHCIA
TH
KiNeKICTh rpn: 3 HIMEI YA NS 0.1, ampl... [ PL
For Elle manitorng a... HAMElay AN 10.1. [ ES
L KNiEHTH HAMBIAYAN B 10.1. TOOM,, [,‘:h
Protected mode AR YA NS 0.1, VM is.. [=

9.1.4 BEEXFYTFv¥DAmazon SIHEDAN—ADBRTE

SRS -EEX YT FrE. Amazon S3 DEIBANL—UIZRETESLEIITHYFELT,

l‘, Database Parameters
Parameters  Advanced
Metadata Storage  Binary Data Storage

Please define Binary Data Storage parameters

() 5QL Database (recommended for small deployments)
(") File System {recommended for medium and large deployments)

Path
focal or shared folder):

MOTE: To store Binary Data in the shared folder, please check that
the Ekran Server Log On ssitings are comect

®) Amazon SMike
Service Ld: |hnpa:_f,fs.']_m1maws.onm |
Bucket Name: |ekrantestbucket |
Access Key ID- |AKIAU3Z |
Secret Accesa Key: | |

*

9.1.5 Ekran System Connection Manager QBT

L—ILyhEFERT S1=8® Ekran System Connection Manager WE#HINFELT=, ZhlZ

Ekran v.7.5 YYy—R/—p
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T Ul THAO FRESNAADYIETV/OCDEENEENFTT (SROV)—E1—TF)L
T —REERREICRA .

X BsHE EIZ.NET Framework 4.8 NIAETY,

.);k - rction M

£ Search

windows test secret 22 Windows account Requires Approval

AD secret E8 Active Directory account

Web secret Web account illowcﬂ during working hours
Reguires checkout

Unax S5H secret Unix account (55H) Checked out ©

Unix telnet Unix account (Teinet) Requiy -Necked outio

" min

Database secret MS SQL account Requy Auto 1

AD local B8 Active Directory account

Windows machine &= Windows account :HOWM Cueing workng ot
equires checkout

Refresh W Close

9.1.6  Ekran System Data Connection v.1.4 ®!)!)—X

FLONA—aun ) —REn, TURRAUNT R O— )L (FHRE) D7 IER)HT
ARDYRREEIGT B8N H L API TURRAU A BINESNELT =,

MANAGEMENT localhost  Built-in default tenant ADMIN LOG OFF

ACCESS REQUESTS » TWO-FACTOR AUTHENTICATION ENDPOINT ACCESS COMTROL

& Search.
Stanus: A Request type: Endpo... * TS| [ Cliert: All I Processed by: All | Regquest dme: Al Processed tme: All @ Display all requests
m Search...
2o supp Selecr ol Clear selecred tegps  Fver2019 19 minutes ago senied by admin 45 seconds agn. W
rﬂ Endpeint Access 1 .
v SUpp ver2019 1 hours ago Expired

Ore Time Password
Mass Storage Device ACCess

Av supp e = ! ” rver2019 1 hours ago Approved by admin 1 hours ago v
Arcess Lo Usage ol Secrel

2 supp Lposs Request ryer2019 1 hours 2go Denied by admin 1 hours age s
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" glmrvtMamg " " WinDevl 106Ewal",
“what”) "Commard Prempl - imdexe - gmd ",
" playerlink ™ “hitpe/ Necalhest/EleranSystem/Player ]| d = SdsariSlideld=298play = falpplmode=0"

“alarihd 91,
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CONFIGURATION
EMAIL SENDING SETTINGS  SYSTEM SETTINGS  CUSTOMIZATION  SIEM INTEGRATION  TIiC

DATABASE MAMAGEMENT  APPLICATIONS 550 INTEGRATION

ISSUER NAME:

IDEMTITY PROVIDER METADATA (XML}:
Choose File | Mo file chosen

(Ciself-signed certificate

(®)Custom certificate

CERTIFICATE (PFX):

Choose Fike | Mo file chosen

CERTIFICATE PASSWORD
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Administrator Email

Define the email address to which the license expiration notification will be sent.

EMAIL

I admin@somecompany.com;admin2@somecompany.com
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INSTALLATION FILE DOWNLOAD

Select the operating system on which Clients will be installed:

macO5 V'

Select action:

MACOS UNIVERSAL CLIENT INSTALLATION (.TAR.GZ)
MACOS UNIVERSAL CLIENT INSTALLATION (.TAR.GZ + .INI)
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Duplicate Group

NEW GROUPF NAME

test_group - Copy
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CLIENT MANAGEMENT ~ Rulliageiieil]e INSTALL CLIEMTS.
Client Group: Af st User: Al

Manage Licenses
Client Status: < w

Edit Lininstallation Key
Last Activity: £ N & search..

Weockad Users List

Total number of Clients: 3 Expart Filtered Clisnts

o - Workst w BA. WIEFM admin allchients Al Clients 1o, COTFNG. >
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Client Mode

Update Client automatically I

Motify if the Client is offline for more than
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CONFIGURATION

EMAIL SENDING SETTINGS ~ SYSTEM SETTINGS  CUSTOMIZATION  SIEM INTEGRATION  TICKETING SYSTEM INTEGRATION  LDAP TARGETS

DATE & TIME FORMAT  EXPORT STORAGE SETTINGS ~ MASTER PANEL ACCESS DATABASE MANAGEMENT  EMBEDDING SETTINGS ~ APPLICATIONS

550 INTEGRATION [ISEEELEERRILS

#1192.168,60,190 6.62.800 64  Enabled/Online Disable
54 Enabled/Offline

ekranserverd-01.ekran.ocal

ol 02 Ekran. | ocal £1:192.168.60.191 6.62.800

prma1604-2019-5ne devlocal feB0:Bd1d:dbd3c5ab:9995%6; 192,168, 1 D6.48 B.6062 0 Enabled/Offline
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a—+H—I&. EkranServer.settings.config 774 LD FLL E%E (DatabaseStorageSizePer
ClientWarning) # AL T, ZZEEDOF BICEATIEEDORIELZERE TEHLIITHYELT,

HEALTH MONITORIMNG

SYSTEM 5TATE DFFLINE CLENTS  TASKS LIST
Database R ,

JiAGE

Record queus sizes O

Wit All = Categary: Al = Scurce: 8l = 4 Mars criterla

06/ 1272032 1:37:46 pm Dotz chorage ermar  [otibase Rusning ot of frea ssace

(B 102 180085 pm Uats orape ermor Dalabase Fumning oot of fres space

D3 I2A002 10345 am Daks sharans errar Dotebase Rusaini task of s ssace
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Lide None - Manage Multiple Alerts
[ | e | e [ : R [
O o fileuplc 'MPpOrt Alerts 1ad test alert ee-d-pc: nico Enabled Tray, Email david.lee@abci 2|
O #  david aff Global Alert Settings & "macOs ee-d-pc Enabled Tray
|:| y  fileuplo ee-d-pc Enabled Tray
D v [Defauli Manage Hiddzn Columns n alert for detecting user ... Enabled None
D v [Defaull Results on Page n alert on detecting instal...  lee-d-pc Enabled None
D vy [Defaull Help n alert on mounting stor... Enabled Mone
D v [Default] [Linux] Root privileges Thisis an alert for detecting user ... Enabled None
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IMPORT ALERTS

select an .xml file containing the necessary alert parameters.
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TASKS LIST

SYSTEM STATE  OFFLINE CLIENTS m

Task Mame: Al % Node: &1 % Skatus Al W

. . - . . Pracessng Manual Clesnup for sessiars -
03 ® =swans Arcabeng and Cleanup eh o . & : ute Bsero_ Osen
[ zoaem Seswons Arcihing and Cleanup 354 320,247,225, 019,231 246,237,245, 243 on terant: Bultind 1 mirate. & seco, onds
5 " ‘ Pracessng Manual Cleanup for ]

pEERTE 235005 ArCne g and Cleanp 1 Aitte Bsecn. Gseondi
[ zoaem Se35005 ArCAnGTE and Cleanp oA T 610 150, % on tenant: Buitind _ winate Bseco.  Dsecond:
O o PRpr—— . o Processr Manual Clesnup for sessions 4 3 y -

L0 P Sessuns Arcivng and eanup e d podenl 1A 207,200,203, 204, 1841 RE.202,1 %4 217 an rerant: Aultn d & eLarnds 5 seLonds Inprogess
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19.3.4 Citrix BEADISAT7 e A AL T HEDRIE
Citrix IRIEICOTZATUNEAVRM—=IL T HEEHAEL TV -RMEMEIEESNFEL,
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20 v.6.61.6 (Build: 6.61.402)
20.1 HER
20.1.1 LAR—MZTYE—r/T Y% 1Pv415IDIEMN

JE—k IPV4 [EZEDLHR—MAT T VE—MNTYvY IPV4 BERTTHINEMESNE
L7=.

oerane
e aesrpon|
Remote session

User name  Total time Active time Session start Last activity Remote IP Public IP URL Comment

SERVER201 1d 11h8m 4h4m35s  08/01/2022  08/02/2022 None None Open None
Admin 175 12:00:46 AM  11:09:03 AM Session
SERVER201  41s - 08/03/2022  08/03/2022 10, 10. Open None
Admin 10:52:46 AM  10:53:27 AM Session
SERVER201  8m 44s B 08/03/2022  08/03/2022  10. 10. Open None
Admin 10:53:49 AM  11:02:34 AM Session
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DB EIZOA)RAYZAAT N ESNDLSIZHYELR),

USER BEHAVIOR ANALYSIS

mn USER PROFILES

O  davidtest test desc Disabled

[:l david2 test Disabled

21.1.2 #AI2540T—LeRx—P¥—IZ&D CPU FREDHEEL

Ekran System#A 254 F— LR R—Tx— (LInux 7547 R)IZ&B CPU ERENRKEILS
nTWET,

21.2 SIEShI-ME
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